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I. United Way Guide to Data Security – Executive Summary 

Privacy information has become one of the primary responsibilities for any organization that 
uses any personal identifiable information in order to conduct their operations. Organizations 
are now required to control and manage what information is available to members of their own 
organization, prevent access to non-authorized individuals and report when personal 
identifiable information has been disclosed without authorizations. Most states have laws 
requiring notification of security breaches involving personal information, and federal laws and 
regulations require certain sectors to implement information security programs and provide 
notification of security breaches of personal information.  

Federal and state privacy laws require most organization to provide their “customers” with 
notice of their privacy practices and require them to safeguard the security and confidentiality 
of customer information, to protect against unauthorized access or use of personal information 
which could result in harms of the customer.  

United Way takes very seriously its responsibility to safeguard the personal information of any 
of its donors (“customer”) information. For the purposes of this policy “donor information” is 
defined as any record containing nonpublic personal information about a donor, whether in 
paper, electronic or in any other form, that is maintained by or on behalf of UW.  

This policy directs every UW to communicate its privacy policy to all its donors. The privacy 
policy should include what information is collected and for what purposes, how the information 
protected, how and/or when it is disclosed to third party, how changes to the privacy police will 
be communicated.  

In addition, this policy directs every UW to establish a risk assessment program to evaluate 
reasonable foreseeable threats that could result in unauthorized disclosure, misuse, alteration 
or destruction of donor information; the likelihood and potential damage of threats; and the 
sufficiency of policies, procedures, customer information systems, and other controls.   

II. What is at Risk? 
a. Information Protected by Federal and State Laws 

i. Individual Personally Identifiable Information (PII) 
Many federal and state PII laws are explicitly written to define what data is 
considered PII, as well as what constitutes a violation. In many cases, it’s a 
combination of data fields that are defined as PII. While the list below is a 
sample of the most common data elements, you should be aware of your 
state and federal laws. 

1. Name 
2. Bank Account Numbers  (donors and businesses) 
3. Credit Card Number or Banking Information 
4. Credit Reports 
5. Date of Birth (DOB) 
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6. Driver’s License Number 
7. Email Address 
8. Home Address 
9. Income Tax Records 
10. Medical Information 

a. Protected Health Information. The Privacy Rule protects 
all "individually identifiable health information" held or 
transmitted by a covered entity or its business associate, in 
any form or media, whether electronic, paper, or oral. The 
Privacy Rule calls this information "protected health 
information (PHI)."12  “Individually identifiable health 
information” is information, including demographic data, that 
relates to: 

i. the individual’s past, present or future physical or 
mental health or condition, 

ii. the provision of health care to the individual, or 
iii. the past, present, or future payment for the provision 

of health care to the individual, 
iv. and that identifies the individual or for which there is a 

reasonable basis to believe it can be used to identify 
the individual. Individually identifiable health 
information includes many common identifiers (e.g., 
name, address, birth date, Social Security Number).  

b. The Privacy Rule excludes from protected health information 
employment records that a covered entity maintains in its capacity 
as an employer and education and certain other records subject to, 
or defined in, the Family Educational Rights and Privacy Act, 20 
U.S.C. §1232g. 

11. Parent’s Name (mother’s maiden name) 
12. Social Security Number (SSN) 
13. Telephone number 

 

Federal Privacy Laws: 

 Americans with Disabilities Act of 1990 (ADA)  

 Copyright Law of the United States   

 Family Educational Rights and Privacy Act (FERPA)   

 Federal Privacy Act of 1974   

 Gramm-Leach-Bliley Act (the Financial Modernization Act of 1999)   

 Health Insurance Portability and Accountability Act of 1996 (HIPAA)   

 Patriot Act (Public Law 107-56) (PDF Format)   

 Sarbanes-Oxley Act of 2002 (Public Law 107-204) (PDF Format)   

 Federal and State Breach Notification laws:  http://www.fas.org/sgp/crs/misc/R42475.pdf   
 
Other Relevant Federal Laws: 

 The Wire Tap Act - 18 U.S.C  2510(21)  

 Pen Register , Trap and Trace Statue -18 U.S.C 2511 (2)(h)  
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b. UW Constituent Information 
i. Donation Information 

ii. Wealth Information 
iii. Agency Financial Information 
iv. Advocacy Activity 
v. Volunteer Activity 

 

Definition:  UW constituent information relates to a broad range of data about 
UW donors, prospects, volunteers, and other stakeholders.  The six broad 
categories above speak to:  biographical and demographic data; donations to 
UW; information collected by UW to understand stakeholder motivations or 
philanthropic capacities and propensities; agency financial data; advocacy 
interests and efforts; and volunteer preferences and history, etc. 
 
UW Constituent Information Risk Assessment:   Constituent data, although not 
necessarily covered by federal and state laws governing the protection of 
personally identifiable data, still needs to be protected to ensure donor privacy.  
Stakeholders generally have the reasonable expectation that their non-
publically-available demographic, giving, wealth, advocacy and volunteer data 
will not be disclosed without their permission.     
 
To mitigate against the risk of inappropriate disclosure of constituent 
information:  UW should have policies in place to ensure that all employees 
understand the importance of protecting constituent data.  UW should also 
ensure that applications that house constituent data are protected to the same 
standard of data protection as other applications containing sensitive data.  UW 
should also ensure that employees that access constituent data are assigned 
access rights appropriate to their role. 

 
c. UW Company Information 

i. UW Financial/Budget Information 
ii. Strategic Planning Information 

iii. UW Board/Committee Information 
iv. Grant Documents 
v. Service Level Agreements, Lease Agreement, and Vendor Contracts 

vi. Planned Giving/Bequests/Wills 
vii. Email 

 

Definition:  UW Company Information is data that is considered company 
confidential.  This data is information that is not generally known to the public.  
The disclosure of UW company information can damage UW’s reputation or 
put it at a disadvantage in the marketplace. 
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UW Company Information Risk Assessment:  The primary risk for the 
disclosure of UW Company Information is through employees. 
 
To mitigate risk against the disclosure of UW Company Information:  the 
employee handbook should include a confidentiality policy that details how 
company confidential information should be handled and protected by 
employees.  In addition, information that is company confidential should be 
clearly identified as such and employees should be appropriately educated on 
the protection of this data 

 
III. Risk Assessment 

a. Equipment 
i. Desktop, Laptop 

Definition:  Desktop pc’s come in a variety of shapes and sizes, are typically 
stationary and not meant to be portable. A laptop is a portable computer that is 
suitable for use while traveling. These typically have the same ports and 
functionality of a desktop computer, with the exception of its portability.  
 
Desktop/Laptop Risk Assessment:   Both desktops and laptops have similar risks, 
including unauthorized access, viruses, data storage, etc. If personal laptops are 
allowed in the organization, the risks of compromising the network and data 
storage on the laptop are prevalent. The laptop’s portability also carries the risk 
of being lost or stolen.  
 
To mitigate desktop/laptop risk:  Access should be restricted to the user and there 
should be no guest account activated. This control should be guarded by a 
complex password, preferably not as a local account. Configuration for both 
should be set up as secure as possible, including having anti-virus software 
installed, security policies in place and disk-based encryption installed.  This is 
especially necessary if there is any sensitive data being viewed or manipulated. 
In addition to local controls on the machine, network and remote protection 
should be secured as well.  A BYOD (Bring Your Own Device) policy (see Section 
IV) is typically created to govern the use of personal devices. Signing an 
acceptance form should be mandatory for anyone that is using a personal device 
to access corporate data. 

 
ii. Mobile devices 

Definition:  A mobile device is generally a small, handheld or wearable computing 
device, typically having a display screen with touch input and/or a miniature keyboard. 
Examples include smart phones, tablets and smart watches. These devices have an 
operating system and can run various types of application software, known as apps. 
They are also typically equipped with WiFi or Bluetooth (types of wireless connectivity) 
for connections to the internet and other Bluetooth-enabled devices, and GPS (Global 
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Positioning System) that provides location and time information anywhere on earth.  
Some of these devices can even access an organization’s private network. 
Mobile Device Risk Assessment:   There are several risks associated with mobile 
devices.  First, data can be stored on the device itself.  Second, the device can access 
data stored elsewhere. Third, applications can be downloaded that have the potential to 
compromise the device and/or corporate networks. All of these scenarios require 
policies that provide for securing corporate data. Consideration must be given to 
whether the device is corporate owned or personal, what access is allowed, what 
information can be stored on the device, and what happens if the device is lost or 
stolen. 
 
To mitigate mobile device risk:   Typically, tablets and smartphones for company use 
are managed by the company themselves, but often times users can access certain 
resources on their own personal device.  It is important for these users to understand 

the risks and set up a password or alternate authentication and a locking policy. A 
BYOD (Bring Your Own Device) policy (see Section IV) is typically created to 
govern the use of personal devices. Signing an acceptance form should be 
mandatory for anyone that is using a personal device to access corporate data. 
 
The same principle exists for company owned tablets and smartphones, with the 

exception of granting a more restrictive policy for the user.  Because threats exist in a 

different manner on smartphones and tablets, (Bluetooth, app store, malicious provider 

updates, and many other unknowns) it is wise to restrict many portions of company 

data from these devices.   

 
The most critical step is to have an industry standard, best practice mobile device 
management policy in place. These typically define what mobile devices are allowed in 
the organization, whether they can connect to corporate networks, what data can be 
accessed, what apps are allowed, and what happens if the device is lost or stolen.  The 
policy should also specify the steps to be taken when a person is no longer affiliated 
with the organization. They may also include requirements for minimum versions of 
operating systems and whether they will be supported by the IT team.  These policies 
are typically prepared by IT, reviewed with employees as part of the hiring process, and 
required to be signed by anyone that is using a mobile device to access corporate data. 
 
There are a variety of tools that enable companies to manage mobile devices. Mobile 
Device Management Systems (MDMS) can be very robust and allow for very granular 
control over the feature sets of the device. They can be set up to require logins, verify 
authorized devices, control access to app stores, maintain authorized app lists and much 
more. Tools also provide the ability to remotely remove (wipe clean) corporate 
access/data from the device without affecting personal email, contacts, etc. 

 

iii. Hard Drives 

Definition: A hard drive can exist in many forms, but it is typically the storage medium 

for desktop computers, laptops, servers, storage area networks (SANs), and several 

mobile devices.   



Page 10 of 75 
 

Hard Drive Risk Assessment: Hard drives can be in their own category because they are 

simply a component of a larger device.  Nevertheless, these pose a risk because they can 

be removed and tapped into.   

To mitigate hard drive risk: There are few ways to mitigate a threat on an internal hard 

drive, however, they should be put in practice in most circumstances.  A physical 

lockdown of the hard drive, whether it be in a desktop/laptop computer, datacenter, or 

other NAS-type device, should be in place.  In additional to having the hard drive 

secured physically, it should also be encrypted on a disk-based level if there is any 

sensitive data residing on it.  Additionally, if the hard drive is used in an elevated 

privileged context, it should also be encrypted as it could be breached and the account 

could be compromised.   

For actual data stored on the device, consider encryption tools that encrypt files at their 
source, before they can be saved to the device. Desktops and laptops can be purchased 
with v-chips that provide enhanced security features.  Software applications like 
BitLocker provide encryption. Data security policies and ongoing security awareness 
training serve to minimize risk and educate staff, helping to ensure a corporate mindset 
around data security. 

 

iv. Removable (flash, optical, disks, tapes, etc.) 

Definition: Removable media is any type of storage that can be accessed by and 
removed from a computer.  Examples include Optical media (such as: CDs, DVDs, Blu-
ray), Thumb drives, USB hard drives, SD cards, Tape media, etc. 
 
Removable Media Risk Assessment:  While the various types of removable media are 
used in different situations, each poses a similar threat.  Removable media was created 
for easily removing, transporting, migrating, and archiving data through an easily 
attachable interface.  Because of this ease, the risks are many.  Removable media could 
be used to remove sensitive data and account information.  A much more serious 
threat, however, is the threat of a virus or spyware being installed via the removable 
media device.  These threats can be a key catcher program, password gathering 
program, vulnerability scanner, or simply a virus that spreads to every other device on 
the network through this interface medium.  Many of the largest network breaches in 
the recent history have started with a simple USB removable device, infecting the 
target. 
To mitigate removable media risk:  The most important mitigation rule starts with a 
strong policy that communicates how to use these devices to all employees.  The next 
step, depending on the classification of data and usage, is that all media should be 
encrypted with a password.  For tape libraries and data center media, typically a 
physical secured location is sufficient, especially for a NAS or SAN deployment.  Any 
media that leaves the data center should be encrypted and physically protected as well.  
The best step, however, is to use awareness training.   
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b. Access to local Data 
i. Network 

 

Definition: A computer network or data network is a telecommunications network 
that allows computers to exchange data.  There are three broad categories of 
networks: Local Area Network (LAN), Wide Area Network (WAN), and Personal Area 
Network (PAN).   
 
A LAN is a computer network that user interconnects computers in a limited area such 
as a home, school, or office building. 
 
 A WAN spans a large geographic area, such as a state, province or country. WANs 
often connect multiple smaller networks, such as local area networks (LANs).  
 
A PAN is a computer network organized around an individual person. Personal area 
networks typically involve a mobile computer, a cell phone and/or a handheld 
computing device such as a PDA.  
 
You can use these networks to transfer files including email and calendar 
appointments, digital photos and music. Personal area networks can be constructed 
with cables or be wireless. USB and FireWire technologies often link together a wired 
PAN, while wireless PANs typically use Bluetooth or sometimes infrared connections. 
Bluetooth PANs are also sometimes called piconets.  

Network Risk Assessment:   Connecting computers to networks significantly increases 

risk. Networks connect large numbers of users to share information and resources, 

but network security depends heavily on the cooperation of each user. Security is as 

strong as the weakest link. Studies have shown that most of the abuses and frauds are 

carried out by authorized users, not outsiders. As the number of LANs and WANs 

increase, cost-effective security becomes a much more significant issue to deter fraud, 

waste, and abuse and to avoid embarrassment. 

 

1. People Threats:  The greatest threat posed to LANs and WANs are people — 

and this threat is primarily from insiders. These are employees who make errors 

and omissions and employees who are disgruntled or dishonest. People threats 

are costly. Employee errors, accidents, and omissions cause some 50 to 60% of 

annual dollar losses in this arena. Disgruntled employees and dishonest 

employees add another 20%. 

To mitigate people threats: Enforce separation of duties and least privilege 
practices.   

Separation of duties requires dividing functions among multiple people to 
limit the possibility that one employee could harm an organization without 
the cooperation of others.  In general, employees are less likely to engage 
in malicious acts if they must collaborate with other employees. Ideally, 
organizations should include separation of duties in the design of their 
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business processes and enforce these processes through technical and 
nontechnical means. 

Effective separation of duties also requires implementation of least 
privilege, which means authorizing people to use only the resources 
needed to do their job. Organizations must manage least privilege as an 
ongoing process, particularly when employees move through the 
organization as a result of promotions, transfers, relocations, and 
demotions.  

These privileges can be controlled using physical, administrative, and 
technical means. Access control based on separation of duties and least 
privilege is crucial to mitigating the threat of an insider attack. These 
principles apply in both the physical and virtual worlds where organizations 
need to prevent employees from gaining physical or online access to 
resources not required by their work roles. 

Large organizations can also review positions in the organization that 
include responsibility for handling sensitive information or performing 
critical functions. Ensure that employees in these positions cannot perform 
these critical functions without oversight and approval.  

For example, backup and restore tasks are often overlooked. One person 
should not be permitted to perform both backup and restore functions. 
The organization should separate these roles and regularly test backup and 
recovery processes (including the media and equipment).  In addition, 
someone other than the backup and restore employees should transport 
backup tapes off site. 

2. System administration error:  This area includes all human errors occurring 
in the setup, administration, and operation of LAN systems, ranging from 
the failure to properly enable access controls and other security features to 
the lack of adequate backups. The possible consequences include loss of 
data confidentiality, integrity, and system availability. 

To mitigate system administration errors:  Employ test, development, and 
production areas on the network to test changes before they are put into 
production.  Institute an approval mechanism on mission critical tasks so 
there are more than one set of eyes on any task that has the possibility to 
cause downtime, data loss, information leaks, or system failure. Ensure that 
employees holding jobs that require handling sensitive information or 
critical systems are the right people for the job.  Certifications and industry 
credentials should be active and a professional development plan for these 
individuals should be mandatory and agreed on to keep the professional 
current in his/her area of responsibility. Evaluate performance regularly to 
uncover errors that are consistent or are increasing.  Handle the issues as 
they happen first by recognizing there is an issue and ensuring that the 
employee is encouraged to get the training or help they need to succeed. 
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3. Guard against operator error:  This includes all human errors occurring in 
the operation of PC/LAN systems, including improper use of log-
on/passwords, inadvertent deletion of files, and inadequate backups. 
Possible consequences include data privacy violations and loss of 
capabilities, such as the accidental erasure of critical programs or data. 

To mitigate PC operator error: Institute an approval mechanism on mission 
critical tasks so there are more than one set of eyes on any task that has 
the possibility to cause downtime, data loss, information leaks, or system 
failure. Ensure that employees holding jobs that require handling sensitive 
information or critical systems are the right person for the job.  
Certifications and industry credentials should be active and a professional 
development plan for these individuals should be mandatory and agreed 
on to keep the professional current in his area of responsibility. Evaluate 
performance regularly to uncover errors that are consistent or are 
increasing.  Handle the issues as they happen first by recognizing there is an 
issue and then by insuring the employee is encouraged to get the training 
or help they need to succeed. 

4. Software/programming error:  These errors include all the “bugs,” 
incompatibility issues, and related problems that occur in developing, 
installing, and maintaining software on a LAN. Possible consequences 
include degradation, interruption, or loss of LAN capabilities. 

To mitigate software/programming errors:  Implement code review 
processes, use version control systems and maintain a development 
environment identical to the production environment whenever possible. 
Maintain and review activity logs. 

5. Modification of data:  This is any unauthorized changing of data, which can 
be motivated by such things as personal gain, favoritism, a misguided sense 
of duty, or a malicious intent to sabotage. Possible consequences include 
the loss of data integrity and potentially flawed decision making. A high risk 
is the disgruntled employee. 

To mitigate modification of data risk:  Employ test, development, and 
production areas on the network to test changes before they are put into 
production.  Institute an approval mechanism on mission critical tasks so 
there are more than one set of eyes on any task that has the possibility to 
cause downtime, data loss, information leaks, or system failure. Ensure that 
employees holding jobs that require handling sensitive information or 
critical systems are the right people for the job.   

Certifications and industry credentials should be active and a professional 
development plan for these individuals should be mandatory and agreed 
upon. The purpose of requiring active credentials and a professional 
development plan is to insure that the professional is current in his/her 
area of responsibility.  
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Evaluate performance regularly to uncover errors that are consistent or are 
increasing.  Handle the issues as they happen first by recognizing that there 
is an issue and that the employee is encouraged to get the training or help 
they need to succeed.  Employ mandatory job rotation, mandatory 
vacation, and separation of duty practices to diagnose possible areas of 
weakness in a system or if you suspect malicious activity. 

6. Alteration of software:  This is defined as any unauthorized changing of 
software, which can be motivated by such things as disgruntlement, 
personal gain, or a misguided sense of duty. Possible consequences include 
all kinds of processing errors and loss of quality in output products. 

To mitigate alteration of software:  Implement code review processes, use 
version control systems and maintain and review activity logs. 

7. Unauthorized disclosure:  This is defined as any release of sensitive 
information on the LAN that is not sanctioned by proper authority, 
including those caused by carelessness and accidental release. Possible 
consequences are violations of law and policy, abridgement of rights of 
individuals, embarrassment to individuals and the company, and loss of 
shareholder confidence in the company. 
 

To mitigate unauthorized disclosure:  Deploy a secure content 

management system. Business processes will need to be examined, and 

probably re-engineered; personnel will need to be retrained, and a cultural 

change may be required within the organization:   

 Evaluate your policy of giving access to instant messaging, Skype, 

GoogleTalk, ICQ, etc. from workstations or laptops.  

 Evaluate your policy regarding access to peer-to-peer (PP) and FTP 

services.  

 Evaluate your policy regarding removable media devices. Evaluate if 

cameras or camera phones are permissible in certain areas of the 

company.  They can be used to bypass any electronic protective 

measures. Continually check the permissions on files and folders that 

contain sensitive information.  Limit access to only those employees 

that require the information to perform their job. Provide adequate 

ethics training annually and include a non-disclosure agreement that 

requires employee signature once read and understood. 
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8. Control of operational software:  These are the practices that ensure the 
integrity of operational systems.  

To mitigate the loss of control of operational software: Procedures 
should be implemented to control the installation of software on 
operational systems. The following guidelines should be considered to 
control changes of software on operational systems:  

 The updating of the operational software, applications, and program 
libraries should only be performed by trained administrators upon 
appropriate management authorization. 

 Operational systems should only hold approved executable code and 
not development code or compilers. 

 Applications and operating system software should only be 
implemented after extensive and successful testing; the tests should 
cover usability, security, effects on other systems and user-
friendliness and should be carried out on separate systems; ensure 
that all corresponding program source libraries have been updated.  

 A configuration control system should be used to keep control of all 
implemented software as well as the system documentation.  

 A rollback strategy should be in place before changes are 
implemented. 

 An audit log should be maintained of all updates to operational 
program libraries.  

 Previous versions of application software should be retained as a 
contingency measure. 

 Old versions of software should be archived, together with all 
required information and parameters, procedures, configuration 
details, and supporting software for as long as the data are retained 
in archive.  

Vendor supplied software used in operational systems should be 
maintained at a level supported by the supplier. Over time, software 
vendors will cease to support older versions of software. The 
organization should consider the risks of relying on unsupported 
software.  

Any decision to upgrade to a new release should take into account the 
business requirements for the change and the security of the release, e.g. 
the introduction of new information security functionality or the number 
and severity of information security problems affecting this version. 
Software patches should be applied when they can help to remove or 
reduce information security weaknesses (see Technical Vulnerability 
Management below).  
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Physical or logical access should only be given to suppliers for support 
purposes when necessary and with management approval. The supplier’s 
activities should be monitored.  

Computer software may rely on externally supplied software and 
modules, which should be monitored and controlled to avoid 
unauthorized changes, which could introduce security weaknesses.  

9. Technical vulnerability management:  These are the practices that prevent 
exploitation of technical vulnerabilities.  

To mitigate technical vulnerability risk: Information about technical 
vulnerabilities of information systems being used should be obtained in a 
timely fashion, the organization’s exposure to such vulnerabilities should 
be evaluated and appropriate measures taken to address any associated 
risk.  

A current and complete inventory of assets is a prerequisite for effective 
technical vulnerability management. Specific information needed to 
support technical vulnerability management includes the software 
vendor, version numbers, current state of deployment (e.g. what 
software is installed on what systems) and the person(s) within the 
organization responsible for the software.  

Appropriate and timely action should be taken in response to the 
identification of potential technical vulnerabilities. The following 
guidance should be followed to establish an effective management 
process for technical vulnerabilities:  

 The organization should define and establish the roles and 
responsibilities associated with technical vulnerability management, 
including vulnerability monitoring, vulnerability risk assessment, 
patching, asset tracking and any coordination responsibilities 
required.  

 Information resources that will be used to identify relevant technical 
vulnerabilities and to maintain awareness about them should be 
identified for software and other technology (based on the asset 
inventory list); these information resources should be updated based 
on changes in the inventory or when other new or useful resources 
are found.  

 A timeline should be defined to react to notifications of potentially 
relevant technical vulnerabilities.   

 Once a potential technical vulnerability has been identified, the 
organization should identify the associated risks and the actions to be 
taken; such action could involve patching of vulnerable systems or 
applying other controls.  
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 Depending on how urgently a technical vulnerability needs to be 
addressed, the action taken should be carried out according to the 
controls related to change management or by following information 
security incident response procedures.  

 If a patch is available from a legitimate source, the risks associated 
with installing the patch should be assessed (the risks posed by the 
vulnerability should be compared with the risk of installing the patch).  

 Patches should be tested and evaluated before they are installed to 
ensure they are effective and do not result in side effects that cannot 
be tolerated; if no patch is available, other controls should be 
considered, such as:  

o Turning off services or capabilities related to the vulnerability. 
o Adapting or adding access controls, e.g. firewalls, at network 

borders.  
o Increased monitoring to detect actual attacks. 
o Raising awareness of the vulnerability.  
o An audit log should be kept for all procedures undertaken. 
o The technical vulnerability management process should be 

regularly monitored and evaluated in order to ensure its 
effectiveness and efficiency. 

o Systems at high risk should be addressed first. 
o An effective technical vulnerability management process 

should be aligned with incident management activities, to 
communicate data on vulnerabilities to the incident response 
function and provide technical procedures to be carried out 
should an incident occur.  

o Define a procedure to address the situation where a 
vulnerability has been identified but there is no suitable 
countermeasure. In this situation, the organization should 
evaluate risks relating to the known vulnerability and define 
appropriate detective and corrective actions.  

Vendors are often under significant pressure to release patches as soon 
as possible. Therefore, there is a possibility that a patch does not address 
the problem adequately and has negative side effects. Also, in some 
cases, uninstalling a patch cannot be easily achieved once the patch has 
been applied.   

If adequate testing of the patches is not possible, e.g. because of costs or 
lack of resources, a delay in patching can be considered to evaluate the 
associated risks, based on the experience reported by other users. The 
use of ISO/IEC 27031 can be beneficial.  
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10. Restrictions on software installation:  These are the practices that 
govern the installation of software by users. Consideration should be 
given to the following for risk assessment:  

 Non-packaged software packages have unknown vulnerabilities 
since they are not produced by well-known software manufactures 
and my not contain any built in security. Software of this nature 
may not have any patching abilities to keep it up to date by closing 
known vulnerabilities within the applications.  

 Freeware comes with no guarantees.  Knowing if the web link you 
are clicking on will take you to a software download screen you are 
expecting or rather hijack your web browser and take you to a 
malware site instead is a gamble and should be avoided unless 
there is a way to verify the site and its links.  

 Non-privileged vs privileged user accounts.  Restricted user 
accounts (non-admin accounts) should be used by all users for daily 
use.  By using a restricted non-privileged user account, users keep 
themselves safer by relying on the built-in operating system 
security.  This built-in security is built to keep non-privileged users 
from being able to modify or delete system files.  By assuming the 
role of a non-privileged user, most attacks against your system will 
have to assume the same restricted-role the user has which virtually 
gives the attack vector no ability to harm your system or 
data.  However, more advanced versions of malware are able to 
circumvent this issue of the logged on user working with a non-
privileged account.    

To mitigate non-authorized software installation risk: The organization 
should define and enforce strict policy on which types of software users 
may install. If granted certain privileges, users may have the ability to 
install software. 

The principle of least privilege should be applied. The organization should 
identify what types of software installations are permitted (e.g. updates 
and security patches to existing software) and what types of installations 
are prohibited (e.g. software that is only for personal use and software 
whose pedigree with regard to being potentially malicious is unknown or 
suspect). These privileges should be granted having regard to the roles of 
the users concerned.  

Uncontrolled installation of software on computing devices can lead to 
introducing vulnerabilities and then to information leakage, loss of 
integrity or other information security incidents, or to violation of 
intellectual property rights. 
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ii. Wireless, Bluetooth and Hotspots 
 

Definition:  Wireless networking technologies (also known as WiFi) use radio waves 
to provide high-speed connections to local networks, servers, devices and the 
internet.  Organizations typically set up a WLAN (Wireless Local Area Network) to 
manage wireless connections to the network and internet. Any wireless-enabled 
device using the proper credentials or authentication method can gain access to the 
attached network(s).  In most cases, the WLAN is encrypted to protect the data 
movement between the two devices to ensure a secure communications path. 
 

Bluetooth is a type of wireless technology for exchanging data over shorter 
distances, typically up to 32 feet, enabling the replacement of cables that connect 
many types of devices. 
 

Hotspots are physical locations that offer internet access over a wireless network.  
These can be found virtually everywhere - airports, coffee shops, bookstores, hotels, 
etc. In addition, many manufacturers and service providers offer the use of private 
hotspots. These allow one device to connect to the internet by tethering to another 
device that has the internet service provider connection. 
 

Wireless Risk Assessment:  Wireless technology comes with many risks because of 

its communication protocols. Without serious encryption tools in place, data 

breaches are all but guaranteed.  Any personal information is at risk on unsecured 

networks accessing the internet. 
 

To mitigate wireless risk:  Typically, it’s best to consult with a professional service or 

the manufacturer of the wireless devices to ensure the most secure method of 

delivering a wireless service. 

There are ways to remove serious threats for a breach in wireless communications. 

Among them are: 

 Implement encryption and strong authentication protocols 

 Remove rogue access points 

 Configure access points correctly 

 Endpoint attacks – Exploits on access point’s software.  (Keep up to date) 

 “Evil Twin APs”- Access points using the same SSID 

 Maintain firewalls, anti-virus/malware software 

 
iii. Offsite & VPN Controls 

 

Definition: Remote Desktop Connection (RDP): This service is proprietary to 
Microsoft and is most common for terminal server connections in the workplace.  It 
utilizes a Remote Desktop Connection on the server-side to establish a direct 
association in desktop mode.  This is most commonly used on thin-clients, Virtual 
Desktop Infrastructure (VDI), and VPN. 
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Citrix: A software platform that facilitates a secure connection to different 

applications and content.  While Citrix can provide access to applications virtually, it 

also has the ability to extend RDP to provide a more local experience for the user 

being offsite. 

Virtual Private Network (VPN): A service that uses a public transport such as the 

internet, to provide remote offices or individual users with secure access to internal 

resources within their organization’s network.  

Remote Access and VPN Risk Assessment:  VPN is such a broad term because VPN 

can encapsulate a computer, network, or entire enterprise.  Assuming the VPN has 

general access to a LAN network, there are several risks involved.   

 

Data theft is typically the largest threat when using a VPN.  This can include any 

stale browser data, documents in unmanaged directories, sensitive data left in a 

browser’s cache, etc.   

 

In additional to data theft, other types of attacks can occur which stem from a poor 

VPN solution.  These can be a “man in the middle” attack, which attacks and 

attempts to decrypt the SSL protocol used in the VPN service.   

 

The spread of viruses is a big concern especially with a non-managed computer such 

as a personal device that is not company owned.    

 

To mitigate Remote Access and VPN Risk:  There are many concerns with utilizing a 

remote application delivery system such as VPN or Citrix.  First and foremost, what 

is required to deliver the business needs should be completely understood in order 

to remove any elevated access to unneeded resources.  Also, it is important to 

isolate any networks or systems that can be infiltrated. 

Having a dedicated VPN solution that is understood and configured properly is 

extremely important.  Typically a VPN will grant access to a local network in the 

office, giving the source computer access to all resources which reside on the 

network.  Because of this, it is important that any source machine granted access be 

restricted to the person using the connection only, as well as being managed with 

antivirus and secure network access. 

A policy should be in place for any client connecting to the VPN internally.  This 

includes a long laundry list of items which should be met, such as: Client-side 

Firewall, Anti-virus, up to date operating system, up to date VPN software, and user 

training.   
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iv. Web-based File Sharing Services  
 

Definition:  A web-based file sharing service is an internet hosting service 

specifically designed to host user files. It allows users to upload files that can then 

be accessed over the internet, after a password or other authentication is provided. 

Typically, these services support collaboration and storage. Companies like Box.com 

and Dropbox.com as well as Microsoft’s OneDrive are examples of web-based file 

sharing service providers. 

Web-based File Sharing Risk Assessment:  The risks associated with web-based file 

sharing are concerned with unauthorized access and compromising or stealing the 

data. Industry standard tools and policies must be considered to protect corporate 

data. Vendors must be vetted on their security protocols and their datacenters. 

To mitigate web-based file sharing risk:  Evaluate file sharing service providers 

based on whether they follow best of class industry standards for safeguarding data 

at the points of transit.  Depending on requirements, data may need to be 

encrypted before, during, and after transit to the final location. In addition, these 

companies must follow best practices as hosting providers regarding their data 

centers. They should be able to provide some form of independent assessment 

demonstrating that they’re in compliance with industry standard security protocols, 

like SSAE Compliance Audit and SOC 1 Organization Controls report.  

Companies should also implement encryption and/or rights-management tools to 

protect corporate data, and a security awareness program, so that staff know what 

data they should and shouldn’t be sending via these services.  

  
v. File Transfers 

 

Definition:  A generic term for transmitting files over a computer network or 

internet. Typically, users call these transfer processes uploading or downloading. 

There are basically two types, referred to as push-based (the sender initiates a file 

transmission request) or pull-based (the receiver initiates the file transmission 

request).  

The most common tools are those used to transfer files over the internet to/from 

users outside an organization, typically partners, vendors or suppliers. These are not 

accessible by the general public, and access is controlled by the use of a secured 

user name/password. Common methods of file transfer include FTP (File Transfer 

Protocol), Telnet, FTPS (a secure version of FTP) and SFTP (SSH File Transfer 

Protocol). For secure file transfers, both FTPS and SFTP use encryption to hide the 

login information and protect the content of the files being transferred. Telnet is an 

older tool that does not provide encryption. 
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File Transfer Risk Assessment: The risks associated with file transfers are concerned 

with unauthorized access, lack of encryption and compromising or stealing the data. 

Industry standard tools and policies must be considered to protect corporate data.  

To mitigate file transfer risk: There are a variety of third-party tools used to transfer 

files. Some use encryption keys and others rely on the native encryption tools built 

into the protocols. Companies should look for tools that are reliable, easy to use and 

safeguard corporate data. Business process may be needed to restrict file 

transferring to a limited set of staff. A security awareness program should be 

implemented, so that staff knows what data they should and shouldn’t be 

transferring. 

c. Third Party Service Providers 
i. Technology Consultants 

 

Definition:  A service provider typically hired in some capacity. They may be vendors 

hired to install software/hardware, business partners that manage the data center, 

companies that provide strategic assessments of new technology, etc. Contracts 

govern the relationship with a consultant, defining service level agreements, scopes 

of work, costs and other contract items. 
 

Technology Consultant Risk Assessment:  The risks associated with technology 

consultants are concerned with access to corporate networks and data. In many 

cases, consultants are provided access to networks during hardware/software 

implementations or provided documents and diagrams that contain corporate data 

or even other proprietary vendor data.  Industry standard tools and policies must be 

considered to protect corporate data. Other vendor contracts must be reviewed to 

understand what can be shared. Confidentiality Agreements and Non-Disclosure 

Agreements are typically used in these situations. 
 

To mitigate technology consultant risk:  It is crucial that consultants are evaluated 

before you enter into a working relationship with them.  Always check references, 

look at public records regarding staffing, leadership bios, solvency, litigation claims, 

etc.  You may also want to know whether they are a local organization, out of state, 

or offshore.  Dunn and Bradstreet and the Better Business Bureau are common tools 

that can provide public records. 

 After that due diligence, it’s crucial to have a contract, service level agreement, or 

scope of work document that covers exactly what the consultant will do, who’s 

providing the services and where, what resources are needed and what access to 

corporate networks/data is required. 
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Depending on the nature of the service provided, consider having some kind of 

performance metrics or targets specified in the contract. These can include 

incentives for hitting the targets as well as ramifications if targets are not met. 

ii. Hosting Service Providers 
 

Definition: An application service provider dedicated to providing hosting services. 
Typically operates a Web server farm, either at a data center or colocation facility. A 
hosted service provider owns and oversees infrastructure, software and 
administrative tasks, and makes the system available to clients, usually over the 
Internet.  The three main elements of hosted services are software as a service 
(SaaS), platform as a service (PaaS) and infrastructure as a service (IaaS). In 
combination, the three elements encompass software and network capacity as well 
as the equipment used to support operations, including storage, hardware, servers 
and networking components. 

Hosted services may be provided on a dedicated or shared-service model. 

 In a dedicated hosting environment, the service provider reserves servers and 
infrastructure elements for each client. In shared hosting, services are provided to 
multiple clients from pooled resources and charged for on a per-use basis.  Hosted 
services are essentially the same thing as cloud services, although some experts 
argue that cloud services are more interconnected with other Web-based offerings. 

Hosting Service Providers Risk Assessment:   The risks associated with data security 

are not just localized on your LAN.  Data located at a hosted service provider carries 

its own unique set of risks.  Below are five broad risks to be aware of when choosing 

to have your corporate data located in a provider’s network. 

 

1. Shared access or multi-tenancy:  This is where unrelated customers share the 

same computing resources: CPU, storage, memory, namespace, and physical 

building.  
 

Multi-tenancy harbors huge unknowns for most. It's not just the risk of our 

private data accidentally leaking to other tenants, but the additional risks of 

sharing resources. Multitenancy exploits are a constant threat because one single 

flaw could allow another tenant or attacker to see all other data or to assume the 

identity of other clients. 

To mitigate shared access risk:  Ask your vendor the following questions: 

What virtualization software do they run? What version is it on now? Who 

patches the virtualization host and how often? Who can log into each 

virtualization host and guest? 
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2. Virtual exploits:  These are exploits that target the virtual server hosts and 

the guests. You have four main types of virtual exploit risks: server host only, 

guest to guest, host to guest, and guest to host. All of them are largely 

unknown and uncalculated in most people's risk models. 
 

To mitigate virtual exploit risk:  Ask your vendor the following questions: What 

virtualization software do you run? What version is it on now? Who patches the 

virtualization host and how often? Who can log into each virtualization host and 

guest. 

3. Authentication, authorization, and access control (AAA):  Simply put, this 

risk is only known if you ask your hosting provider for answers.  Your data is 

protected by user authentication, an authorization process that checks your 

credentials and either allows or denies your access to a given resource based 

on your roles or rights, and controls this access for every resource on the 

provider’s network.  How they manage these three independent processes is 

what determines the exposure your data may have to a threat. 
 

To mitigate AAA risk:  Ask the following questions to your hosting provider:  How 

often do they look for and remove stale accounts? How many privileged accounts 

can access their systems -- and your data? What type of authentication is 

required by privileged users? Does your company share a common namespace 

with the vendor and/or indirectly with other tenants? Shared namespaces and 

authentication to create single-sign-on (SSO) experiences are great for 

productivity, but substantially increase risk. If data encryption is used and 

enforced, are private keys shared among tenants? Who and how many people on 

the cloud vendor's team can see your data? Where is your data physically 

stored? How is it handled when no longer needed? 

 

4. Availability:  When you're a customer of a public cloud provider, redundancy 

and fault tolerance are not under your control. Every cloud service claims to 

have fantastic fault tolerance and availability, yet month after month we see 

the biggest and the best go down for hours or even days with service 

interruptions. 
 

To mitigate availability risk:  Cloud vendors usually say they do a great job of 

triple-protecting data backups, use multiple diesel generators, and are in fortified 

network control centers that house some of the biggest companies in the world. 

But even in cases where vendors said that data backups were guaranteed, 

they've lost data -- permanently.  If possible, your company should always back 

up the data it's sharing with the cloud or at least insist on legalese that has the 

right amount of damages built in if that data is lost forever 
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5. Ownership:  This risk comes as a surprise to many cloud customers, but often 

the customer is not the only owner of the data. Many public cloud providers, 

including the largest and best known, have clauses in their contracts that 

explicitly states that the data stored is the provider's -- not the customer's. 

Cloud vendors like owning the data because it gives them more legal 

protection if something goes wrong. Plus, they can search and mine 

customer data to create additional revenue opportunities for themselves. 

 

To mitigate ownership risk:  Make sure you have the proper conversations with 

your service provider to true up who owns what and get it in writing as part of 

your service contract or and ownership addendum.  Ask the questions of who 

owns the data sitting on their equipment and what can the cloud provider do 

with it? 

Ask your vendor about previous instances of tenant data compromises and 

losses, as well as the policy on reporting them to you. Nail down as best you can 

the limits of the cloud vendor's responsibility and liability. Only by asking the 

hard questions can you begin to understand the total risks of public cloud 

computing. 

These vendors must follow best practices as hosting providers regarding their 
data centers. They should be able to provide some form of independent 
assessment demonstrating that they’re in compliance with industry standard 
security protocols, like SSAE Compliance Audit and SOC 1 Organization Controls 
report. Also ask if they carry cyber liability (also known as cyber risk) insurance.  

 
iii. Archives 

 

Definition:  Managing and securing information is critical to business success. While 

information storage and management used to be a relatively straightforward and 

routine operation in the past, today it has developed into a highly mature and 

sophisticated pillar of information technology. Information storage and 

management technologies provide a variety of solutions for storing, managing, 

connecting, protecting, securing, sharing, and optimizing information.   

 

Archives in the context of data security are separated into two categories: Physical 

and electronic.  Physically archiving data is accomplished by storing the media that 

the data resides on off-site in a secure location.   

 

Iron Mountain is an example of a company that provides media archiving. Iron 

Mountain is a storage and information management company. 
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Archives Risk Assessment:  Some of the risks associated with backed up data and 

backup media are: 

 Poor rotation schedules. 

 Too few backups taken. 

 No encryption making exposing data if ends up in the wrong hands.  

 Weak physical security at storage location. 

 Weak security while backup media is in transit (both physically and 

electronically). 

 Storage location is not environmentally safe for media. 

 Backup windows not long enough to get full backups so shortcuts are taken. 

To mitigate archiving risk - Data placed on backup media should be encrypted 

before taking the media off site in order to minimize the risk of a data exposure. If it 

is not technically feasible for the data to be encrypted, it is imperative that the data 

be transported with added controls. To minimize personal liability, it is also 

important that backup media not be stored at a staff member's place of residence. 

Some IT administrators have entered into reciprocal agreements with 

administrators in other companies to store off site backups at each other's building 

or facility. This is by far the most affordable approach to solving offsite storage 

needs.  However, there are risks associated with this type of agreement. First, the IT 

administrator that is now the caretaker for the other administrator's backup media 

has assumed additional risk and must ensure that the backup media is stored in a 

secure location while in her/his possession. The backup media must also be 

protected while in transit between the two facilities. In addition, the two sites (i.e., 

the building housing the original system and the building housing the backup media) 

must be remote enough to minimize the chance that a natural (or other such 

disaster) would destroy both facilities. 

For hosted vaulting services, media should be locked in approved containers 

provided by the service provider.  They should be locked and labeled with barcodes 

so courier can scan and catalog containers when receiving and delivering media.  

There should be more than one version of backup media kept at the storage facility 

at one time rotating in accordance with business policy. Only a small group of staff 

should have the ability to send and receive the storage containers.  

These select staff members should have credentials (i.e., identification cards 

affirming their membership in a group designated as storage media administrators) 

to show to the courier when containers are picked up or delivered.  Staff members 

associated with this media admin group should be representative of different teams 

in the company just in case the primary admins are not available, are terminated, or 

are suspected of any wrong doing and are removed from approved list.  Groups 

across the organization should include a member of the IT team, CFO, legal counsel, 



Page 27 of 75 
 

COO, mail room manager, etc. Smaller UW’s may not have the staffing to facilitate 

this segregation, so use this as a guide given your headcount. 

For electronic vaulting services, data should not pass over the open internet.  

Snapshots and data synchronizations to the hosted vaulting service should have 

some form of encryption applied to the data as it traverses the public internet.  

Point-to-point VPN technologies are recommended between the business and the 

vaulting service to ensure data is secured during transmission. 

IV. Internal Controls to Mitigate Risks (Limiting Access to Sensitive Data) 
a. Limiting Access to Information 

i. User Names and Passwords 
 

Definition: These are the practices to make users accountable for safeguarding their 

authentication information. 

User Name and Password Risk Assessment: The risks associated with not following 

industry standard practices for maintaining strong user names and passwords 

involve unauthorized access to corporate networks and compromising and stealing 

data. 

To mitigate User Name and Password Risk: Users should be required to follow the 

organization’s practices in the use of secret authentication information. All users 

should be advised to: 

 Keep secret authentication information (passwords) confidential, ensuring that 
it is not divulged to any other parties, including people of authority. 

 Change secret authentication information whenever there is any indication of 
its possible compromise. 

 
In order to safeguard data and systems, using unique, complex passwords is a must.  

A complex password is defined as a password that meets or exceeds many of the 

complex password rules associated with most systems. When passwords are used as 

secret authentication information, select quality passwords with sufficient minimum 

length which are: 

 Easy to remember.  

 Not based on anything somebody else could easily guess or obtain using person 

related information, e.g. names, telephone numbers and dates of birth etc.      

 Not vulnerable to dictionary attacks (i.e. do not consist of words included in 

dictionaries).   

 Free of consecutive identical, all-numeric or all-alphabetic characters.    

 If temporary, changed at the first log-on. 

 Not share individual user’s secret authentication information.   
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 Ensure proper protection of passwords when passwords are used as secret 

authentication information in automated log-on procedures and are stored. 

 Not use the same secret authentication information for business and non-

business purposes. 

Passwords with 8-15 characters including letters and numbers, special characters 

and uppercase/lowercase are suggested.  Passwords should be set to expire no 

more than 90 days after they are set. This will help mitigate the time needed for a 

brute-force or dictionary attack to be successful.   

Changing your password to a previously used password should be avoided.   A 

unique password is defined as a password that is used for a single system.  Use a 

different password for each of the different systems to which you authenticate.   

Don’t use your banking password for your social media accounts.  Don’t use your 

email password for your cloud services.  Although SSO (single sign on) is a ‘nice to 

have’ option, force yourself to create different complex passwords and use a good 

Password Management program to secure them all.  That way you only have to 

remember one password.  Do not write passwords anywhere.  Doing so has only 

shown to increase your chances of having your identity, money, contacts, and 

reputation stolen. 

ii. Security Levels 

Definition: This is the practice of creating non-privileged vs. privileged user 
accounts, as well as security groups. The permissions assigned to these 
accounts and groups control the level of access a user enjoys when they log 
into the network.  

Security Level Risk Assessment: The risks of not maintaining account and 
group based security permissions involve unauthorized access to corporate 
networks and added complexity in managing users. Incorrect security 
permissions can lead to all sorts of network and data access issues, and can 
even bring the network to a screeching halt.  

To Mitigate Security Level Risk:  Restricted non-privileged user accounts rely 
on built-in operating system security.  This built-in security keeps non-
privileged users from being able to modify or delete system files.  Privileged 
user accounts have assigned permission levels that allow more tasks to be 
completed.  Most systems provide role-based security levels, and incorporate 
the use of security groups. These should be used to assign permissions to 
groups of individuals, making security administration easier. Always start 
with the principle of granting the least privileges, and then grant more based 
on the roles of users concerned. 
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By assuming the role of a non-privileged user, most attacks against your 
system will have to assume the same restricted-role the user has which 
virtually gives the attack vector no ability to harm your system or 
data.  However, more advanced versions of malware are able to circumvent 
this issue of the logged on user working with a non-privileged account.  

iii. Network Segmentation 
 

Definition:  Network segmentation is defined as the separation or isolation of 

networks -- typically using one or more firewalls -- but in government or military 

contexts it can mean physically isolated networks that, for security reasons, have no 

connection with other networks or the Internet.  

Advantages of Network Segmentation: 

 Provide a strong level of protection for critical servers and applications on a need-
to-know basis 

 Cordon off remote workers into their required areas of the network 

 Simplify network management, including event monitoring and incident response 
 Minimize the effort required by the never-ending onslaught of security audits and 
questionnaires from business partners and customers 

 

Network Segmentation Risk Assessment: While these benefits are all good in 

theory, there's more to the task than just "segment and be done with it." 

Organizations must consider the following downsides and challenges to network 

segmentation: 

 For cross-functional departments, outside vendors and business processes that 
require a multitude of internal network access, segmenting access to that level 
can become impossible. 

 Using virtual local area networks (VLANs) for segmentation -- the most common 
type I see -- may seem like a good idea, but anyone on the local network can 
simply hop over to a new segment, bypassing the access restrictions that were 
likely the point of network segmentation in the first place, as long as they know 
the IP addressing scheme(s). 

 Segmentation can prove to be a real pain when performing security vulnerability 
scans. You'll need to physically or logically move your scanner from segment to 
segment via access control lists/firewall rules. You might also need to deploy 
remote scanner sensors altogether. 

 If enterprises don't use endpoint security controls such as anti-malware, intrusion 
prevention and data loss prevention to counter malicious use within each network 
segment (e.g., a malware infection or insider threat), they will still face 
considerable risks. 

http://searchsecurity.techtarget.com/definition/intrusion-prevention
http://searchsecurity.techtarget.com/definition/intrusion-prevention
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 Numerous Internet-facing network infrastructure devices, servers, Web 
applications and cloud services that are leveraged in enterprises today have to be 
available to the world -- an organization could attempt to keep out the bad traffic, 
but it's becoming harder to achieve. 

To Mitigate Network Segmentation Risk:  Today's "all-connected" networks 

facilitate security breaches that can be prevented by using proven security 

principles. As with everything security-related, there's no one-size-fits-all solution; 

every network is different, every business has unique requirements and every group 

of business executives has varying information risk tolerances. 

A mix of firewall rules, ACLs and VLANs will be in order to specify who and which 

systems need access to the proper areas of your network. A solid penetration test 

and ongoing security assessments will also help organizations uncover what 

additional measures are needed. You'll likely find that you need additional IPS 

sensors, stronger file access controls or even a more narrow focus for your DLP 

controls. 

iv. Session Timeouts 
 

Definition:  A session timeout is an important security control for any application. It 

specifies the length of time that an application will allow a user to remain logged in 

before forcing the user to re-authenticate. There are two types:  

Soft session timeouts are applied when the user does not interact with the system 
for a period of time.  

 Access to the application requires authentication 

 Attempting to access any portion of the application except login (and 
change/reset pw, etc.) redirects you to the login page. 

 A user logs into your system and walks away for 20 minutes and you have a 15 
minute timeout.  

The net effect of this will be that the next interaction this user has with the system 
will then redirect them to the login page. 
 
Hard session timeouts are applied when the user has been logged in for a specific 

period of time, no matter what. 

 Access to the application requires authentication 

 Attempting to access any portion of the application except login (and 
change/reset pw, etc.) redirects you to the login page. 

 A user logs into your system and uses the system, actively or inactively, for 9 
hours and you have a hard session timeout that is set to 9 hours 

The net effect of this will be that the next interaction this user has with the system 
will then redirect them to the login page. 
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Session Timeout Risk Assessment:  Having a long session timeout or no session 
timeout at all carries with it risk.  Two of the most obvious risks associated with long 
session timeouts, or a lack thereof, are: 

 

1. Risks to Website 

 Cross-site request forgery, also known as a one-click attack or session riding 
and abbreviated as CSRF (sometimes pronounced sea-surf) or XSRF, is a type 
of malicious exploit of a website where unauthorized commands are 
transmitted from a user that the website trusts. 

 Creates a longer window in which to compromise the client computer or try to 
exploit a cross site scripting flaw in your application. 

 Someone could request and new session each time they visit your website. 
The very first session is still open and taking up memory on your web server 
and each request after that would do the same thing taking up resources on 
your webserver.  That could open the server up to a Denial of Service (DOS) 
attack (Example: Someone that disables session cookies in their browser, and 
requests the same page over and over again without a session key in the URL) 

To mitigate risks to websites:  The options for Session Implementation and Session 

Management across different web platforms and different programming code are too 

numerous to list in this document.  Research the different types of solutions and get 

the advice of a professional.  They will be able to test your current configuration, 

verify applicable defense mechanisms already in place, and finally report on any 

vulnerable configurations they uncover in the process of trying to exploit the website 

and server. 

 

2. Risk to computer, email, and local area network risks 

 Logging onto the local area network (LAN), email system, financial application, 
or any other system you have access to and leaving it running, even when you 
are away from your desk, without a screen lock function or an automatic 
session logout feature can allow another human to assume your identity while 
using your computer. 

 Individuals can gain access to your computer, as you, and modify, add, delete, 
and/or extract personal or job specific information while seated at your 
workstation. 

 Individuals can gain access to your contact and distribution lists in email and 
identify to world ‘as you’ while they have access to your computer. 

 Individuals can gain access to any credentials you may have stored as notes or 
documents on your computer and gain access to social networks, other email 
systems, personally identifiable information (PII), payment card information 
(PCI), health related, banking, and insurance information. This information can 
be extracted and then used at a later date from an alternate location to 
exploit you. 
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To mitigate risks to computers, email, and Local Area Network:  It is very 

important to teach security awareness in this area.  Making people aware of 

the risks associated with leaving phones, tablets, laptops, computers and 

applications open without proper screen lock and session timeout solutions 

will foster an environment of “lock it up first before you walk away”.  Without 

these solutions in place and in practice, long session timeouts, or no timeouts 

at all, opens staff, and the company at large, to system exploitation by the 

insider threat.   

Furthermore, it is important to educate system administrators that manage 

the network, servers, laptops, mobile devices, and computers to make use of 

every session timeout or screen lock mechanism built-in to the operating 

systems being used in their environment.  This is especially true for BYOD 

approved environments because staff see the BYOD device as their personal 

device and that they have the ‘right’ to choose if they want a screen lock or 

not.  This so called ‘right’ ends when that device is integrated into a corporate 

environment and is capable of touching corporate data, applications, or 

intellectual property.  Policy must demand short session timeout periods, 

screen locks, pin numbers, or any other mechanism to safeguard the integrity 

and security of the data found on BYOD equipment.  

If there are applications in the environment that do not have session timeouts 

built into them, you can research and install third party products that will add 

session timeout capability to these applications or to the system being use to 

run these subpar applications.  Understand where the gaps are in the 

environment and know that the network as a whole is only as good as its 

weakest part and that insider threat, be it from the accidental insider or the 

rogue employee looking to break the law, make up over 85% of the system 

compromises and data leaks these days.  Take inventory of your applications 

and your assets and find the weak links. Research solutions to harden them 

appropriately.  

 
v. Document Destruction/Retention Policy  

 
Each United Way should adopt a Document Retention Policy (see appendix 
for links to sample).  Federal and state laws should be applied. The policy 
should address both physical and electronic documents (see Archives section 
under Risk Assessment, 3rd Party Service Providers for more on electronic 
storage).  Your policy should clearly define and answer three questions:  

1) What should be retained?  
2) How should it be retained? 
3) What is the retention period? 
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Why is a document retention policy so important?  
 

This policy is essential to every business as failure to destroy a document that 
has passed its retention period could be very costly.  Your policy should be 
written to avoid confusion with employees.  If the document is too 
complicated, this could lead to documents being misfiled, destroyed before 
their applicable retention period, or worse, documents being retained 
indefinitely.    
 

When making a decision to hire a third party contractor for paper shredding 
services, precautionary steps need to be taken.  Paper shredding services 
must be reviewed and monitored by the National Association for Information 
Destruction (NAID).  NAID ensures that protocols are followed to ensure all 
information destroyed was done so in a safe and effective manner.    

 

To find a service provider in your area, please use the following link: 
http://www.naidonline.org/nitl/en/consumer/ctk-rep.html 
 

A service provider should conduct the shredding at your office location with 
a mobile document shredding vehicle.  The company should provide you with 
locked containers that you can strategically place around your office.  The 
keys to these containers should have restricted access.      

 

A Certificate of Destruction should be provided verifying that all documents 
were safely and securely destroyed.  A Certificate of Destruction will provide 
you with “proof” that the documents have been destroyed; however, it does 
not eliminate you from legal responsibility or liability.  This certificate will 
serve as supporting documentation of your due diligence, and is critical if you 
are ever subject to an audit by a government agency.  Elements you should 
look for in a Certificate of Destruction are:  

1) A unique serial or transaction number. 
2) A clear statement of the terms and conditions. 
3) A statement of fiduciary responsibility.  
4) The date and location of the destruction of materials. 
5) The name of the witness to the destruction (person assigned 

at your organization).   
 

b. Encryption  
 

Definition: Encryption is the process of converting data to an unrecognizable or 
"encrypted" form. It is commonly used to protect sensitive information so that only 
authorized parties can view it. This includes files and storage devices, as well as data 
transferred over wireless networks and the Internet. 

http://www.naidonline.org/nitl/en/consumer/ctk-rep.html
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Encryption Risk Assessment:  The use of encryption safeguards sensitive data, 
whether it’s corporate, personal, medical, financial, etc. Without it, data breaches 
can occur, resulting in devastating consequences to companies and their customers. 
 

To mitigate encryption risk:  For actual data stored on mobile devices, consider encryption 
tools that encrypt files at their source, before they can be saved to the device. Desktops and 
laptops can be purchased with v-chips that provide enhanced security features.  Software 
applications like BitLocker provide encryption. Data security policies and ongoing security 
awareness training serve to minimize risk and educate staff, helping to ensure a corporate 
mindset around data security. 

 

c. Internet Controls 
 

Definition: The internet is most universally known for being the information highway that 
connects technology across the globe.  Internet based data repositories are areas of the 
internet where data is stored so it can be accessed from anywhere.  Internet based data 
repositories include web portals, self-service portals and virtual collaboration spaces like 
GoogleDocs and Office 365 SkyDrive and SharePoint. 

Internet Risk Assessment:  There are five basic threats to consider when you begin to use 

Internet, intranet, and Web technologies: 

1. Unauthorized alteration of data:  Data integrity is compromised every time a piece of 

data is altered by someone or something that is not authorized to do so.  Having weak 

security protecting your ‘data at rest’ exposes your data to threats every second that 

data sits there waiting to be challenged by an attack.   
 

The lack of using complex passwords to protect your data has been shown to account 

for the most data loss across the internet.  Password re-use is also a problem since 

most people will use a single password across multiple websites to include 

amazon.com, online banking, social networking sites, etc.  If one of those sites is 

compromised and your password is stolen, it can then be used against any potential 

site that you have ever visited and used that password.  Weak passwords are more 

likely to be exposed by brute force attacks and dictionary attacks.  These attacks are 

automated and are relentless when launched against a weak password.    
 

Not all data is compromised for its current contents.  Data can also be 

compromised so it can be modified to change the outcome of some future venture 

perhaps, to change the amounts of a deposit or withdraw transactions, or even 

change grades and/or loan amounts to get an unfair advantage. 

To mitigate unauthorized alterations of data:  Using unique, complex passwords 

is a must.  Complex password is defined as a password that meets or exceeds 

many of the complex password rules associated with most systems (see user 

names and passwords.).   
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2. Unauthorized access to the underlying operating system:  The web browser is 

only as good as the security that is built into it.  The web browser is the only thing 

between you and the internet applications.  Web browsers can be secured as 

much as you see as appropriate with all the various browser protection 

applications and plug-ins available today.   
 

There are many different browsers on the market today; however, the one that 

seems to perform the best is not always the most secure.  A browser with weak 

security and outdated critical patches exposes you to a limitless amount of 

threats.  If you couple this with outdated and/or no anti-virus (malware) 

protection, you have successfully elevated yourself to be a prime target for 

identity theft, data loss, and data destruction. 

To mitigate unauthorized access to underlying operating system:  Use an 

approved browser that routinely has its vulnerabilities checked and patched.  

Always make sure you are opening a secure connection (HTTPS://) between you 

and any service that is requesting your credentials to be entered.  Always have 

legal, updated anti-virus and anti-malware programs running on your system and 

verify that patch updates to these programs are scheduled and are working by 

checking the dates on the signature files.  Use legitimate browser add-ons or 

plug-in that are specifically designed to alert you of websites that contain objects 

that are a threat to you.  Below is a list of the most active malicious software 

programs involved in web threats. 

 Malicious websites - Malicious URL detections are for websites that contain 
exploits.  

 Malicious scripts - Hackers inject malicious scripts into the code of legitimate 
websites that have had their security compromised.  Such scripts are used to 
perform drive-by attacks – in which visitors to the website are unknowingly 
redirected to malicious online resources.  

 Scripts and executable PE (portable executable) files - Generally, these either 
download and launch other malicious software programs or carry a payload 
that steals data from online banking and social network accounts, or steals 
login and user account details for other services 

 Trojan-Downloaders - These Trojan viruses deliver various malicious programs 
to users’ computers. 

 Exploits and exploit packs -Exploits target vulnerabilities and try to evade the 
attention of Internet security software.  

 Adware programs - Often adware will simultaneously install when a user starts 
to download a freeware or shareware program. 

 

3. Eavesdropping and Impersonation messages passed between a server and a 

browser:  Confidentiality is compromised every time a piece of data is altered or 

eavesdropped while in motion.  Data in transit is exposed to just as many threats 

as data at rest.   
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Confidential or personally identifiable information can be eavesdropped over the 

internet or over wireless technology by people or applications that sit between 

you and your intended destination.  Network sniffers are used to perform data 

captures for later analysis by a professional thief or an attack called the Man-in-

the-Middle can be setup to impersonate one side of a conversation between your 

computer and the intended destination computer.  Just as data can be ‘lifted’ or 

‘skimmed’ off your ATM card at an ATM where the dip reader was tampered 

with, data can also be lifted as it travels the internet unprotected and 

unencrypted. 

To mitigate eavesdropping and impersonation messages passed between a 

server and a browser:  See above “To mitigate unauthorized access to 

underlying operating system”. 

4. Phishing attacks:  This is the act of attempting to acquire information such as 

usernames, passwords, and credit card details (and sometimes, indirectly, 

money) by masquerading as a trustworthy entity in an electronic communication.  
 

Communications purporting to be from popular social web sites, auction sites, 

banks, online payment processors or IT administrators are commonly used to lure 

unsuspecting public.  Phishing attacks are most frequently used in mass email 

campaigns. 

To mitigate phishing attacks: The weakest link in the defense against a 

phishing attack is the human element.  Users need to be exposed to phishing 

threats through awareness training to raise the profile of the risk. Business’ 

should clearly think through their communication protocols and create policy 

around acceptable use of email.  Spam filters should also be installed between 

the public and your email system.  Anti-virus and anti-malware software should 

be maintained and up-to-date.  Operating systems should be up-to-date and 

fully patched.  

Information about known phishing attacks is also available online from groups 

such as the Anti-Phishing Working Group (http://www.antiphishing.org).   

Take advantage of any anti-phishing features offered by your email client and 

web browser. 

5. Social Engineering:  In the context of information security, social engineering is 

the act of manipulating people into performing actions or divulging confidential 

information, rather than by breaking in or using technical hacking techniques; 

essentially a fancier, more technical way of lying. While similar to a confidence 

trick or simple fraud, the term typically applies to trickery or deception for the 

http://www.antiphishing.org/
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purpose of information gathering, fraud, or computer system access; in most 

cases the attacker never comes face-to-face with the victim.  
 

To mitigate social engineering attacks: The only weak link in the defense 

against a social engineering attack is the human element.  Strictly enforced 

policies and procedures combined with training, testing and technology can 

reduce your risk from these types of attacks. Be suspicious of unsolicited phone 

calls, visits, or email messages from individuals asking about employees or other 

internal information. If an unknown individual claims to be from a legitimate 

organization, try to verify his or her identity directly with the company. 

 Do not provide personal information or information about your organization, 

including its structure or networks, unless you are certain of a person's 

authority to have the information. 

 Do not reveal personal or financial information in email, and do not respond 

to email solicitations for this information. This includes following links sent in 

email. 

 Don't send sensitive information over the Internet before at least checking a 

website's security certifications and privacy policy. 

 Pay attention to the URL of a website. Malicious websites may look identical 

to a legitimate site, but the URL may use a variation in spelling or a different 

domain (e.g., .com vs. .net). 

 If you are unsure whether an email request is legitimate, try to verify it by 

contacting the company directly. Do not use contact information provided on 

a web site connected to the request; instead, check previous statements for 

contact information.  

 Install and maintain anti-virus software, firewalls, and email filters to reduce 

some of this traffic (see Understanding Firewalls, Understanding Anti-Virus 

Software, and Reducing Spam for more information). 

 
d. Antivirus Deployment 

 

Definition: Antivirus software is a type of program designed to defend systems 
against malicious software attacks. 
 

Malicious software risk assessment: Computer viruses are the most widely recognized 
example of a class of programs written to cause some form of intentional disruption or 
damage to computer systems or networks. A computer virus performs two basic functions: 
it copies itself to other programs, thereby infecting them, and it executes the instructions 
the author included in it. 
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To mitigate viruses and related threats: Employ a commercial anti-virus/anti-malware 
solution that includes a central administration and management module, a patch 
management and update deployment module, endpoint protection, and alerting module.  
Endpoint protection should include support for web browsing, email, and unwanted 
programs. Some may include a personal firewall which is also another layer of endpoint 
protection.  At the infrastructure level, there should be a web filter installed that is 
configured with strict rules on the type of sites one can visit.  The web filter should also 
employ a good update mechanism to ensure the latest website threats are in its production 
database.  
 

Along with web filtering, there should be a commercial email filtering appliance that checks 
all email before allowing it to be delivered to the end user.  Having the ability to scan in both 
inbound and outbound directions is suggested.  Awareness training, published newsletters, 
and Tips & Tricks documentation explaining what virus and malware can do, how employees 
may come into contact with it, and steps describing how to avoid it will go a long way in 
keeping employees vigilant and in control. Testing your employees yearly by using pre-
generated test emails that will alert the system administrator once the email is opened is a 
way of validating if the awareness training is working. 

 
e. Employee Onboarding/Off boarding Policy 

 

Definition: The practices that ensure that employees and contractors understand 
their responsibilities and are suitable for the roles for which they are considered.  

 
1) Pre-Employment Screening:  Background checks on all candidates should be 

carried out in accordance with relevant laws, regulations, and ethics and should 
be proportional to the business requirements, the classification of the 
information to be accessed, and the perceived risks.  
 

To mitigate potential human vulnerabilities during the hiring process:  
verification should take into account all relevant privacy, protection of personally 
identifiable information and employment based legislation, and should, where 
permitted, include the following:  

 Completion of satisfactory number of business/personal character references 
(typically three);  

 A verification (for completeness and accuracy) of the applicant’s curriculum 
vitae;  

 Confirmation of claimed academic and professional qualifications; 

 Independent identity verification (passport or similar document); 

 More detailed verification, such as credit review or review of criminal 
records.  
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When an individual is hired for a specific information security role, organizations 
should make sure the candidate:  

 Has the necessary competence to perform the security role;  

 Can be trusted to take on the role, especially if the role is critical for the 
organization.  

 

Where a job, either on initial appointment or on promotion, involves the person 
having access to information processing facilities, and, in particular, if these are 
handling confidential information, e.g. financial information or highly 
confidential information, the organization should also consider further, more 
detailed verifications.  
 

Procedures should define criteria and limitations for verification reviews, e.g. 
who is eligible to screen people and how, when, and why verification reviews are 
carried out.  
 

Information on all candidates being considered for positions within the 
organization should be collected and handled in accordance with any 
appropriate legislation existing in the relevant jurisdiction. Depending on 
applicable legislation, the candidates should be informed beforehand about the 
screening activities. 
 

Information security roles and responsibilities should be communicated to job 
candidates during the recruiting and pre-employment screening process.  
 

A screening process should also be ensured for contractors. In these cases, the 
agreement between the organization and the contractor should specify 
responsibilities for conducting the screening and the notification procedures that 
need to be followed if screening has not been completed or if the results give 
cause for doubt or concern.  

 
2) Terms and conditions of employment:  These are the contractual agreements 

with employees and contractors that should state their responsibilities for 
information security and should also outline what the organizations 
responsibilities are as well.  

 

To mitigate loopholes in contractual agreements and responsibilities: the 
contractual obligations for employees or contractors should reflect the 
organization’s policies for information security in addition to clarifying and 
stating:  

 That all employees and contractors who are given access to confidential 
information should sign a confidentiality or non-disclosure agreement prior 
to being given access to information processing facilities (see confidentiality 
or non-disclosure agreements);  
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 The employee’s or contractor’s legal responsibilities and rights, e.g. regarding 
copyright laws or data protection legislation; 

 Responsibilities for the classification of information and management of 
organizational assets associated with information, information processing 
facilities, and information services handled by the employee or contractor;  

 Responsibilities of the employee or contractor for the handling of 
information received from other companies or external parties;  

 Actions to be taken if the employee or contractor disregards the 
organization’s security requirements (see disciplinary process).  

The organization should ensure that employees and contractors agree to terms 
and conditions concerning information security appropriate to the nature and 
extent of access they will have to the organization’s assets data.  Where 
appropriate, responsibilities contained within the terms and conditions of 
employment should continue for a defined period after the end of the 
employment (see termination and change of employment).  

 
3) Code of Conduct:  This is the organization’s guiding set of principles designed to 

help professionals conduct business honestly and with integrity. 
 

To mitigate improper conduct: A code of conduct may be used to state the 
employee’s or contractor’s information security responsibilities regarding 
confidentiality, data protection, ethics, appropriate use of the organization’s 
equipment and facilities, as well as reputable practices expected by the 
organization. An external party, with which a contractor is associated, can be 
required to enter into contractual arrangements on behalf of the contracted 
individual.  

 
4) During employment:  Ensure that employees and contractors are aware of and 

fulfil their information security responsibilities.  Also see both network and 
internet security included in this document for steps to reduce and/or mitigate 
data security threats from people/staff once hired into an organization.  

 
5) Management responsibilities:  Management should require all employees and 

contractors to apply information security in accordance with the established 
policies and procedures of the organization.  

 

To mitigate any human vulnerabilities caused by misinformation or lack of 
policy information:  management responsibilities should include ensuring that 
employees and contractors:  

 Are properly briefed on their information security roles and responsibilities 
prior to being granted access to confidential information or information 
systems;  
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 Are provided with guidelines to state information security expectations of 
their role within the organization;  

 Are motivated to fulfil the information security policies of the organization;  

 Achieve a level of awareness on information security relevant to their roles 
and responsibilities within the organization (see information security 
awareness, education and training);  

 Conform to the terms and conditions of employment, which includes the 
organization’s  information security policy and appropriate methods of 
working;  

 Continue to have the appropriate skills and qualifications and are educated on 
a regular basis;  

 Are provided with an anonymous reporting channel to report violations of 
information security policies or procedures (“whistle blowing”).  

 
Management should demonstrate support of information security policies, 
procedures and controls, and act as a role model.  
If employees and contractors are not made aware of their information security 
responsibilities, they can cause considerable damage to an organization. 
Motivated personnel are likely to be more reliable and cause fewer information 
security incidents.  
 
Poor management can cause personnel to feel undervalued resulting in a 
negative information security impact on the organization. For example, poor 
management can lead to information security being neglected or potential 
misuse of the organization’s assets.  

 
6) Information security awareness, education and training:  All employees of the 

organization and, where relevant, contractors should receive appropriate 
awareness education and training and regular updates in organizational policies 
and procedures, as relevant for their job function.  

 

To mitigate human vulnerabilities due to the lack of awareness training: an 
information security awareness program should aim to make employees and, 
where relevant, contractors aware of their responsibilities for information 
security and the means by which those responsibilities are discharged.  
 
An information security awareness program should be established in line with 
the organization’s information security policies and relevant procedures, taking 
into consideration the organization’s information to be protected and the 
controls that have been implemented to protect the information. The awareness 
program should include a number of awareness-raising activities such as 
campaigns (e.g. an “information security day”) and issuing booklets or 
newsletters.  
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The awareness program should be planned taking into consideration the 
employees’ roles in the organization, and, where relevant, the organization’s 
expectation of the awareness of contractors. The activities in the awareness 
program should be scheduled over time, preferably regularly, so that the 
activities are repeated and cover new employees and contractors. The 
awareness program should also be updated regularly so it stays in line with 
organizational policies and procedures, and should be built on lessons learnt 
from information security incidents.  
 
Awareness training should be performed as required by the organization’s 
information security awareness program. Awareness training can use different 
delivery media including classroom-based, distance learning, web-based, self-
paced and others.  
 
Information security education and training should also cover general aspects 
such as:  

 Stating management’s commitment to information security throughout the 
organization;  

 The need to become familiar with and comply with applicable information 
security rules and obligations, as defined in policies, standards, laws, 
regulations, contracts and agreements;  

 Personal accountability for one’s own actions and inactions, and general 
responsibilities towards securing or protecting information belonging to the 
organization and external parties;  

 Basic information security procedures (such as information security incident 
reporting) and baseline controls (such as password security, malware 
controls and clear desks);  

 Contact points and resources for additional information and advice on 
information security matters, including further information security 
education and training materials.  

 
Information security education and training should take place periodically. Initial 
education and training applies to those who transfer to new positions or roles 
with substantially different information security requirements (not just to new 
employees) and should take place before the role becomes active.  
 
The organization should develop the education and training program in order to 
conduct the education and training effectively. The program should be in line 
with the organization’s information security policies and relevant procedures, 
taking into consideration the organization’s information to be protected and the 
controls that have been implemented to protect the information. The program 
should consider different forms of education and training, e.g. lectures or self-
study.  
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When composing an awareness program, it is important not only to focus on the 
‘what’ and ‘how’, but also the ‘why’. It is important that employees understand 
the aim of information security and the potential impact, positive and negative, 
on the organization of their own behavior.  
 
Awareness, education and training can be part of, or conducted in collaboration 
with, other training activities, for example general IT or general security training. 
Awareness, education and training activities should be suitable and relevant to 
the individual’s roles, responsibilities and skills.  
 
An assessment of the employees’ understanding could be conducted at the end 
of an awareness, education and training course to test knowledge transfer.  

 
7) Disciplinary process:  There should be a formal and communicated disciplinary 

process in place to take action against employees who have committed an 
information security breach.  

 
The disciplinary process should not commence without prior verification that an 
information security breach has occurred.  
 
The formal disciplinary process should ensure equitable and fair treatment for 
employees who are suspected of committing breaches of information security. 
The formal disciplinary process should provide for a graduated response that 
takes into consideration factors such as the nature and gravity of the breach and 
its impact on business, whether or not this is a first or repeat offence, whether 
or not the violator was properly trained, relevant legislation, business contracts, 
and other factors as required.  
 
The disciplinary process should also be used as a deterrent to prevent employees 
from violating the organization’s information security policies and procedures 
and any other information security breaches. Deliberate breaches may require 
immediate actions.  
 
The disciplinary process can also become a motivation or an incentive if positive 
sanctions are defined for remarkable behavior with regards to information 
security.  

 
8) Termination and change of employment:  These are the practices that protect 

the organization’s interests as part of the process of changing or terminating 
employment.  
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The human resources function is generally responsible for the overall 
termination process and works together with the supervising manager of the 
person leaving to manage the information security aspects of the relevant 
procedures. In the case of a contractor provided through an external party, this 
termination process is undertaken by the external party in accordance with the 
contract between the organization and the external party.  
 

9) Termination or change of employment responsibilities:  Information security 
responsibilities and duties that remain valid after termination or change of 
employment should be defined, documented, and communicated to the 
employee or contractor and enforced.  

 

To mitigate vulnerabilities associated with post-termination or change of 
employment responsibilities: the communication of termination responsibilities 
should include on-going information security requirements and legal 
responsibilities and, where appropriate, responsibilities contained within any 
confidentiality agreement (see confidentiality or non-disclosure agreements) and 
the terms and conditions of employment (see terms and conditions of 
employment) continuing for a defined period after the end of the employee’s or 
contractor’s employment.  
 

Responsibilities and duties still valid after termination of employment should be 
contained in the employee’s or contractor’s terms and conditions of 
employment (see terms and conditions of employment).  
 

Changes of responsibility or employment should be managed as the termination 
of the current responsibility or employment combined with the initiation of the 
new responsibility or employment.  
 

Appropriate approval signatures should be obtained from contract managers 
and any other authority figure responsible for allowing extended permissions—
especially if the data being exposed is classified as personal, private, legally 
protected, and/or financial.  
 

The human resources function is generally responsible for the overall 
termination process and works together with the supervising manager of the 
person leaving to manage the information security aspects of the relevant 
procedures.  
 

In the case of a contractor provided through an external party, this termination 
process is undertaken by the external party in accordance with the contract 
between the organization and the external party.  
 

It may be necessary to inform employees, customers or contractors of changes 
to personnel and operating arrangements.  
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f. BYOD (Bring Your Own Device) Mobile Policy 
 

Definition:  BYOD (bring your own device) is the increasing trend toward employee-owned 

devices within a business. Smartphones are the most common example but employees also 

take their own tablets, laptops and USB drives into the workplace. 

 

BYOD Risk Assessment:  These devices and their apps have become foundational tools for 

today’s workforce, and they are more complex in their operating systems, security, use 

cases and ownership. They are being integrated into the daily business processes and 

operations of organizations, improving productivity and becoming a critical, yet difficult to 

manage, component of the technology environment. However, mobile devices have become 

more powerful, often exceeding business laptop and desktop performance, availability of 

diverse applications, and capabilities found in organizations today. 

BYOD brings with it a risk.  Threat actors are now paying attention to these devices targeting 

their apps and their access to even more valuable backend data such as bank accounts, 

corporate intellectual property and personal health information.   

Due to their increased computing power, mobile devices are being used for everything from 

corporate directory services to partner collaboration to e-mail to remote network access, 

and even to maintain or run critical applications utility control systems applications from 

remote locations. Our work environments have adopted a “work from anywhere at any 

time” mentality so this has given rise to organizations giving tablets and smartphones to 

their employees to use as either additional equipment to do their jobs or as complete 

replacements for laptop and desktop computer.  

As this increase in usage occurs, more sensitive data is accessed by mobile apps and stored 

on these devices that may or may not be under the organization’s control. This brings out 

larger security concerns, similar to, but far more widespread than, the ones around laptops 

and mobile computing. In the case of employee owned BYOD computing, devices, 

applications and their access are harder to track and manage.  Overall, one of the biggest 

problems confirmed is lack of awareness. 

Another big concern is the wide diversity of operating systems represented in the mix of 

corporate and personal devices being used to access the same or similar corporate 

infrastructure. As smartphones and tablets become more common, it is more likely that 

users will have both a corporate device and a personal one (or they will take to using the 

corporate device as if it’s a personal one). 

Managing risks involved with this type of “stream crossing” and growing complexity is very 

difficult for security and IT departments. Because the CFO wants to use his personal e-mail, 

a policy exception gets created. Now, Joe in accounting or Cindy in sales also want this 
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exception. Management over all of these different device models, operating systems, apps, 

permissions and ownership is a nightmare, and destabilizes the entire security policy. 

By far the biggest risk is not having any sort of BYOD policy in place. Businesses need to 

recognize the importance of taking action.  By ignoring the problem IT groups may 

unwittingly expose themselves to attack and, as a result, legislative or reputational threats. 

Another key concern is that the devices and their apps don’t belong to the organization. So, 

legally and policy wise, is the organization allowed to even manage them? What happens if 

a device is compromised? Should a specific app be allowed on a corporate device? And what 

actions should be taken, including removal from corporate access or device wipe? Does the 

organization have the capability to image the device? How does the organization handle 

personal information captured? What happens if the staff member who was using a 

corporate app on his or her personally owned device was fired or is no longer in the 

organization?  

To Mitigate BYOD Risk:  The first step for IT managers is to truly understand the problem 

they are trying to solve, and find the solution that matches. In addition to addressing 

immediate needs, the right solution will be scalable and manageable, and can grow with an 

organization as its mobility strategy evolves and changes. 

Whenever any device accesses or stores corporate data, a full risk assessment should be 
carried out against a variety of threats, and appropriate mitigations put in place. This could 
include anti-malware, encryption, passcodes, remote wipe, preventing jailbreaking, and 
sandboxing.  

There are several key players providing BYOD solutions, ranging from complete sandboxed 
access through to more lightweight (but user-friendly) solutions, which are policy-driven. 
The key issue is to guard against data loss or leakage. 

Invest in a solution that offers BES (Blackberry Enterprise System)-like functionality to Apple 
and Android devices, partition all corporate applications and data on devices to restrict the 
ability to 'cut and copy', enforce eight digit alpha-numeric passwords with a special 
character and install VMware or Citrix virtual clients on tablets." 

There are three stages for implementing a BYOD policy: 

 Secure device management – Termed Mobile Device Management (MDM) - This is the 
basic functionality of managing devices, both those employee-bought or company-
supplied. Let employees work on mobile devices and make sure nothing catastrophic 
happens. This leads to great improvements in productivity and loyalty. 

 Tracking and deploying mobile applications – Termed Mobile Application Management 
(MAM) - This describes software and services responsible for provisioning and controlling 
access to internally develop and commercially available mobile apps used in business 
settings on both company-provided and “bring your own” smartphones and tablet 
computers. 

http://www.techradar.com/us/reviews/pc-mac/software/utilities/blackberry-bes-10-1133626/review
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 Establishing mobile collaboration space using secure app-to-app workflows - This covers 
the integration and/or communication between apps, enabling automated process to 
occur in a secure manner. 

 
An effective BYOD solution will enable you to secure the data, not just the device. With this 
approach, IT departments need not worry about compromising security in the name of 
usability. 

 
V. Security Planning and Incident Response 

Summary (for the details, go to Security Review Plan) 
 
Computer and data security incident response is becoming an even more important component in 
the IT industry.  It used to be a question of ‘if’ and attack would happen but now the focus has 
shifted to ‘when’ an attack will happen.  The attacks of yesterday were far and few with little impact.  
Today the attacks have increased exponentially and the damage and disruption has increased as 
well.  Threats now come from diverse locations and are launched for very different reasons.  New 
attacks emerge frequently.  Basing prevention techniques on the results of risk assessment can 
reduce the number and frequency of incidents.  However, there is no silver bullet solution to 
prevent all incidents from happening. This is why building and communicating an incident response 
competencies is necessary for detecting incidents, reducing the loss and destructiveness, tightening 
the gaps where weaknesses allowed the exploit to enter, and restoring critical business services as 
soon as possible.  Following this, an incident response plan should allow for a ‘lessons learned’ 
phase which will result in making adjustments to the incident response plan making it a living 
document that grows with the threat level.  This executive summary provides guidelines to follow 
for incident handling, analyzing incident-related data, and finally deciding the appropriate response 
to each type of incident.  
 
Performing a response to an incident, as it happens and during the aftermath, is a complex 
undertaking.  Establishing the plan and putting the right mix of resources into it can also be 
daunting. Substantial time and planning is needed to effectively prepare and execute successful 
incident response.  It is critical for the organization to clearly define the procedures for prioritizing 
the handling of an incident, the effective collection of data, the ability to analyze the data, and 
finally how to effectively report on the data.  It is equally important to establish cohesive 
relationships and communications with other internal groups (I.e. Legal, Communications, and 
Human Resources) and external groups (I.e. law enforcement and third party indecent response 
teams, stakeholders). 
 
This document is provided to help an organization establish the capabilities for efficiently and 
effectively handling an incident.  Having the necessary skillset for understanding what your 
vulnerabilities are, where the threats can come from, what a threat looks like, and identifying 
modern attacks is the key to successfully being able to mobilize once an attack occurs.  These skills 
should also include the sharing of information accurately to the proper authorities, insurance 
carriers, branch offices, supply chain vendors, and among other organizations.  Knowing what type 
of information to communicate after a data breach is just as important, if not more important, than 
the information you communicate during the incident.   
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Establishing an incident response capability should include the following actions: 

 Creating an incident response policy and plan  

 Developing procedures for performing incident handling and reporting  

 Setting guidelines for communicating with outside parties regarding incidents  

 Selecting a team structure and staffing model  

 Establishing relationships and lines of communication between the incident response team 
and other groups, both internal (e.g., legal department) and external (e.g., law enforcement 
agencies)  

 Determining what services the incident response team should provide  

 Staffing and training the incident response team.  
 
Organizations should reduce the frequency of incidents by effectively securing networks, systems, 
and applications. 
 
Taking a ‘proactive’ posture toward preventing problems is, in the long run, more cost effective than 
having to react to an incident and all the collateral damage after the event happens.  The key to risk 
management is to reduce the vulnerabilities to an acceptable level which will translate to a decrease 
in amount of incidents that may occur. Tightening security controls translates to less incidents. 
Remaining in a ‘reactive’ response mode will overwhelm staff and necessary resources for response, 
which translates in increasing the time it takes for threat eradication and system recovery.  Reactive 
responses also lead to more damage being done to systems and longer durations of system and data 
unavailability. 
It is a fact that some organizations do not, and may never, have enough IT resources (staff and tools) 
to combat todays threats.  Non-profit organizations are examples of these types of organizations 
where the budget available does not come close to the amount needed to remain at least 
somewhat safe.  However, with good investments in hardware and software coupled with formal 
technical training for the staff that are available, organizations can adequately perform incident 
response effectively and proactively by maintaining solid security principles and best practices for 
the network, systems, applications, and staff awareness. This includes training IT staff on complying 
with the organization’s security standards and making users aware of policies and procedures 
regarding appropriate use of networks, systems, and applications. 
 
Organizations should document their guidelines for interactions with other organizations 
regarding incidents. 
  
During incident handling, the organization will need to communicate with outside parties, such as 
other incident response teams, law enforcement, the media, vendors, and victim organizations. 
Because these communications often need to occur quickly, organizations should predetermine 
communication guidelines so that only the appropriate information is shared with the right parties. 
 
Organizations should be generally prepared to handle any incident but should focus on being 
prepared to handle incidents that use common attack vectors. 
 
Incidents can occur in countless ways, so it is possible to develop instructions for handling every 
incident. This document defines many different types of incidents, based on common attack vectors. 
It should be used as a framework for crafting more specific procedures that apply more specifically 
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to their own environment, not as a playbook that fits every situation for combatting all types of 
threats. Different threats require different responses. The most common attack vectors consist of: 

 External/Removable Media: An attack executed from removable media (e.g., flash drive, 
CD) or a peripheral device.  

 Attrition: An attack that employs brute force methods to compromise, degrade, or destroy 
systems, networks, or services.  

 Web: An attack executed from a website or web-based application (infected web site).  

 Email: An attack executed via an email message or attachment (phishing, spear-phishing, 
infected attachment).  

 Improper Usage: Any incident resulting from violation of an organization’s acceptable usage 
policies by an authorized user, consultant, contractor, temp, or intern, excluding the above 
categories.  

 Loss or Theft of Equipment: The loss or theft of a computing device or media used by the 
organization, such as a laptop or smartphone.  

 Insider threat – A malicious threat that comes from people within the organization, such as 
employees, former employees, contractors or business associates, who have inside 
information concerning the organization's security practices, data and computer systems. 

 Other: An attack that does not fit into any of the other categories.  
 
Organizations should emphasize the importance of incident detection and analysis throughout the 
organization. 
 
Throughout a given day, there are many possible signs of incidents occurring and they are probably 
being recorded by security logging systems if installed (I.e. firewall, application filters, next 
generation firewalls, sandboxes, intrusion detection and protection system, etc.).  To be effective, it 
requires automation to perform the initial analysis of the data.  After this initial pass, certain events 
of interest for human review should be reported. A human could not physically, or mentally, do the 
initial analysis. Event correlation software is valuable in automating the analysis process. 
Organizations should establish logging standards and procedures to ensure quality data is going into 
the logging systems. Standards will also ensure that enough data is being injected into the system to 
result in good analytics. Lastly, the data is meaningless unless it is reviewed regularly.  Human 
intervention will always be required in incident detection and response. 
  
Organizations should create written guidelines for prioritizing incidents. 
 
Once a list of potential incidents’ are gathered, deciding on which events to handle first, second, and 
so on, is a critical decision point in the incident response process. Effectively sharing information 
helps an organization identify situations that are in need of immediate attention. Incidents should 
be prioritized based on the relevant factors, such as the potential impact to critical business 
functions, the impact on the confidentiality, integrity, and availability of the company’s data, and 
the recoverability from the incident (e.g., the time and types of resources needed to recover from 
the incident). 
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Organizations should use the lessons learned process to gain value from incidents. 
 
After a major incident has been handled, the organization should go through a formal “lessons 
learned” process to review the effectiveness of the incident handling process and identify critical 
gaps that require improvements to existing security controls and practices. The lessons learned 
process can also be held periodically for low-to-no impact incidents as time and resources permit. 
The information gathered from the lessons learned processes should be used to identify and correct 
universal weaknesses in policies and procedures. Follow-up documentation for each resolved 
incident can be used for reference in handling future incidents and in training new team members. 

 
a. Security Review Plan 

Definition: This covers the practices that ensure that information security is 
implemented and operated in accordance with organizational policies and 
procedures, and industry best practices.  

1) Review Process:  The organization’s approach to managing information security 
and its implementation (i.e. control objectives, controls, policies, processes and 
procedures for information security) should be reviewed independently at 
planned intervals or when significant changes occur.  

Management should initiate the independent review. Such an independent 
review is necessary to ensure the continuing suitability, adequacy and 
effectiveness of the organization’s approach to managing information security. 
The review should include assessing opportunities for improvement and the need 
for changes to the approach to security, including the policy and control 
objectives.  

Such a review should be carried out by individuals independent of the area under 
review, e.g. the internal audit function, an independent manager or an external 
party organization specializing in such reviews. Individuals carrying out these 
reviews should have the appropriate skills and experience.  

The results of the independent review should be recorded and reported to the 
management who initiated the review. These records should be maintained.  

If the independent review identifies that the organization’s approach and 
implementation to managing information security is inadequate, e.g. documented 
objectives and requirements are not met or not compliant with the direction for 
information security stated in the information security policies, management 
should consider corrective actions.  
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For additional information, see:   

ISO/EIC 27007, “Guidelines for information security management systems 
auditing” and  

ISO/EIC TR 27008, “Guidelines for auditors on information security controls  

2) Information Processing and Procedures Compliance:  Managers should regularly 
review the compliance of information processing and procedures within their 
area of responsibility with the appropriate security policies, standards and any 
other security requirements.  

Managers should identify how to review that information so that security 
requirements defined in policies, standards and other applicable regulations are 
met. Automatic measurement and reporting tools should be considered for 
efficient regular review.  

If any non-compliance is found as a result of the review, managers should:  
a) Identify the causes of the non-compliance. 
b) Evaluate the need for actions to achieve compliance. 
c) Implement appropriate corrective action. 
d) Review the corrective action taken to verify its effectiveness and identify any 

deficiencies or weaknesses.  

Results of reviews and corrective actions carried out by managers should be 
recorded and these records should be maintained. Managers should report the 
results to the persons carrying out independent reviews when the review takes 
place in the area of their responsibility.  

3) Technical Compliance:  Information systems should be regularly reviewed for 
compliance with the organization’s information security policies and standards.  

Technical compliance should be reviewed preferably with the assistance of 
automated tools, which generate technical reports for subsequent interpretation 
by a technical specialist. Alternatively, manual reviews (supported by appropriate 
software tools, if necessary) by an experienced system engineer could be 
performed.  

If penetration tests or vulnerability assessments are used, caution should be 
exercised as such activities could lead to a compromise of the security of the 
system. Such tests should be planned, documented and repeatable.  
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Any technical compliance review should only be carried out by competent, 
authorized persons or under the supervision of such persons.  

Technical compliance reviews involve the examination of operational systems to 
ensure that hardware and software controls have been correctly implemented. 
This type of compliance review requires specialist technical expertise.  

Compliance reviews also cover, for example, penetration testing and vulnerability 
assessments, which might be carried out by independent experts specifically 
contracted for this purpose. This can be useful in detecting vulnerabilities in the 
system and for inspecting how effective the controls are in preventing 
unauthorized access due to these vulnerabilities.  

Penetration testing and vulnerability assessments provide a snapshot of a system 
in a specific state at a specific time. The snapshot is limited to those portions of 
the system actually tested during the penetration attempt(s). Penetration testing 
and vulnerability assessments are not a substitute for risk assessment.   

ISO/EIC TR 27008 provides specific guidance regarding technical compliance reviews. 

4) Logging and Monitoring:  This is the practice covering the recording of different 
types of events to generate evidence.  

Event logs recording user activities, exceptions, faults and information security 
events should be produced, kept and regularly reviewed.  

The risks associated with not keeping log files are many.  Log files are the first line 
of defense when using any operating system, IDS, IPS, HIDS, HIPS, etc.  When 
thresholds are exceeded, log files are written and are then used as triggers to 
perform actions.  Log files are generated for all types of devices.  Switches, 
routers, servers, printers, etc. use log files to audit past events.  Log files have the 
ability to very detailed and can help when troubleshooting or trending a 
particular problem. They are time stamped, are continuous, and can be imported 
into event log applications and sorted.  

Failing to review event logs once they are generated poses the risk of not being 
notified or alerted of an impending problem. Log files that are not consistently 
managed and monitored will eventually allow small problems to become large 
problems and left alone long enough will spiral into catastrophic failures or 
destructive attacks.  Log files are only as good as their review process is.  Potential 
attacks, hardware failure, user activity, account management, and resource audit 
trails all make up log files and should all be regularly reviewed or imported into a 
log file event management system where it can be aggregated and reviewed 
automatically or manually.  
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When relevant, event logs should include:  
a. User IDs;  
b. System activities;  
c. Dates, times and details of key events, e.g. log-on and log-off;  
d. Device identity or location if possible and system identifier;  
e. Records of successful and rejected system access attempts;  
f. Records of successful and rejected data and other resource access attempts;  
g. Changes to system configuration;  
h. Use of privileges;  
i. Use of system utilities and applications;  
j. Files accessed and the kind of access;  
k. Network addresses and protocols;  
l. Alarms raised by the access control system;  
m. Activation and de-activation of protection systems, such as anti-virus systems 

and intrusion detection systems;  
n. Records of transactions executed by users in applications.  

Event logging sets the foundation for automated monitoring systems which are 
capable of generating consolidated reports and alerts on system security.  

Event logs can contain sensitive data and personally identifiable information. 
Appropriate privacy protection measures should be taken.  

Where possible, system administrators should not have permission to erase or 
de-activate logs of their own activities. 

Logging facilities and log information should be protected against tampering and 
unauthorized access. Controls should aim to protect against unauthorized 
changes to log information and operational problems with the logging facility 
including:  

a. Alterations to the message types that are recorded;  
b. Log files being edited or deleted;  
c. Storage capacity of the log file media being exceeded, resulting in either the 

failure to record events or over-writing of past recorded events.  

Some audit logs may be required to be archived as part of the record retention 
policy or because of requirements to collect and retain evidence.  

System logs often contain a large volume of information, much of which is 
extraneous to information security monitoring. To help identify significant events 
consider measures like:  The copying of appropriate message types automatically 
to a second log, the use of suitable system utilities or audit tools to perform file 
interrogation, and rationalization.  
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System logs need to be protected because if the data can be modified or data in 
them deleted, then their existence may create a false sense of security. Real-time 
copying of logs to a system outside the control of a system administrator or 
operator can be used to safeguard logs.  

System administrator and system operator activates should be logged and the 
logs protected and regularly reviewed.  

Privileged user account holders may be able to manipulate the logs on 
information processing facilities under their direct control, therefore it is 
necessary to protect and review the logs to maintain accountability for the 
privileged users.  

An intrusion detection system managed outside of the control of system and 
network administrators can be used to monitor system and network 
administration activities for compliance.  

5) Clock Synchronization:  The clocks of all relevant information processing systems 
within an organization or security domain should be synchronized to a single 
reference time source. External and internal requirements for time 
representation, synchronization and accuracy should be documented. Such 
requirements can be legal, regulatory, or contractual requirements, standards 
compliance or requirements for internal monitoring. A standard reference time 
for use within the organization should be defined.  

The organization’s approach to obtaining a reference time from external source(s) 
and how to synchronize internal clocks reliably should be documented and 
implemented.  

The correct setting of computer clocks is important to ensure the accuracy of 
audit logs, which may be required for investigations or as evidence in legal or 
disciplinary cases. Inaccurate audit logs may hinder such investigations and 
damage the credibility of such evidence. A clock linked to a radio time broadcast 
from a national atomic clock can be used as the master clock for logging systems. 
A network time protocol can be used to keep all of the servers in synchronization 
with the master clock.  

b. Incident Response – Best Practice Framework 

Overview: Computer security incident response has become an important component of 

information technology (IT) programs. Cybersecurity-related attacks have become not only 

more numerous and diverse but also more damaging and disruptive. New types of security-

related incidents emerge frequently. Preventive activities based on the results of risk 

assessments can lower the number of incidents, but not all incidents can be prevented. An 
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incident response plan is therefore necessary for rapidly detecting incidents, minimizing loss 

and destruction, mitigating the weaknesses that were exploited, and restoring IT services. 

To that end, this publication provides guidelines for incident handling, particularly for 

analyzing incident-related data and determining the appropriate response to each incident. 

The guidelines can be followed independently of particular hardware platforms, operating 

systems, protocols, or applications.  

Because performing incident response effectively is a complex undertaking, establishing a 

successful incident response plan requires substantial planning and resources. Continually 

monitoring for attacks is essential. Establishing clear procedures for prioritizing the handling 

of incidents is critical, as is implementing effective methods of collecting, analyzing, and 

reporting data. It is also vital to build relationships and establish suitable means of 

communication with other internal groups (e.g., human resources, legal) and with external 

groups (e.g., other incident response teams, law enforcement).  

This publication assists organizations in establishing computer security incident response 

capabilities and handling incidents efficiently and effectively. This revision of the 

publication, Revision 2, updates material throughout the publication to reflect the changes 

in attacks and incidents. Understanding threats and identifying modern attacks in their early 

stages is key to preventing subsequent compromises, and proactively sharing information 

among organizations regarding the signs of these attacks is an increasingly effective way to 

identify them.  

To Mitigate Incident Risk: Implementing the following requirements and 

recommendations should facilitate efficient and effective incident response for Federal 

departments and agencies.  

Establishing an incident response plan should include the following actions:  

 Creating an incident response policy and plan  

 Developing procedures for performing incident handling and reporting  

 Setting guidelines for communicating with outside parties regarding incidents  

 Selecting a team structure and staffing model  

 Establishing relationships and lines of communication between the incident response 

team and other groups, both internal (e.g., legal department) and external (e.g., law 

enforcement agencies) 

 Determining what services the incident response team should provide 

 Staffing and training the incident response team.  

Organizations should reduce the frequency of incidents by effectively securing networks, 

systems, and applications.  

Preventing problems is often less costly and more effective than reacting to them after they 

occur. Thus, incident prevention is an important complement to an incident response plan. 
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If security controls are insufficient, high volumes of incidents may occur. This could 

overwhelm the resources and capacity for response, which would result in delayed or 

incomplete recovery and possibly more extensive damage and longer periods of service and 

data unavailability. Incident handling can be performed more effectively if organizations 

complement their incident response plan with adequate resources to actively maintain the 

security of networks, systems, and applications. This includes training IT staff on complying 

with the organization’s security standards and making users aware of policies and 

procedures regarding appropriate use of networks, systems, and applications.  

Organizations should document their guidelines for interactions with other organizations 

regarding incidents.  

During incident handling, the organization will need to communicate with outside parties, 

such as other incident response teams, law enforcement, the media, vendors, and victim 

organizations. Because these communications often need to occur quickly, organizations 

should predetermine communication guidelines so that only the appropriate information is 

shared with the right parties.   

Organizations should be generally prepared to handle any incident but should focus on 

being prepared to handle incidents that use common attack vectors.  

Incidents can occur in countless ways, so it is infeasible to develop step-by-step instructions 

for handling every incident. This publication defines several types of incidents, based on 

common attack vectors; these categories are not intended to provide definitive 

classification for incidents, but rather to be used as a basis for defining more specific 

handling procedures. Different types of incidents merit different response strategies. The 

attack vectors are:  

 External/Removable Media: An attack executed from removable media (e.g., flash 

drive, CD) or a peripheral device. 

 Attrition: An attack that employs brute force methods to compromise, degrade, or 

destroy systems, networks, or services. 

 Web: An attack executed from a website or web-based application.  

 Email: An attack executed via an email message or attachment.  

 Improper Usage: Any incident resulting from violation of an organization’s 

acceptable usage policies by an authorized user, excluding the above categories. 

 Loss or Theft of Equipment: The loss or theft of a computing device or media used 

by the organization, such as a laptop or smartphone. 

 Other: An attack that does not fit into any of the other categories. 
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Organizations should emphasize the importance of incident detection and analysis 

throughout the organization.  

In an organization, millions of possible signs of incidents may occur each day, recorded 

mainly by logging and computer security software. Automation is needed to perform an 

initial analysis of the data and select events of interest for human review. Event correlation 

software can be of great value in automating the analysis process. However, the 

effectiveness of the process depends on the quality of the data that goes into it. 

Organizations should establish logging standards and procedures to ensure that adequate 

information is collected by logs and security software and that the data is reviewed 

regularly.  

Organizations should create written guidelines for prioritizing incidents.  

Prioritizing the handling of individual incidents is a critical decision point in the incident 

response process. Effective information sharing can help an organization identify situations 

that are of greater severity and demand immediate attention. Incidents should be 

prioritized based on the relevant factors, such as the functional impact of the incident (e.g., 

current and likely future negative impact to business functions), the information impact of 

the incident (e.g., effect on the confidentiality, integrity, and availability of the 

organization’s information), and the recoverability from the incident (e.g., the time and 

types of resources that must be spent on recovering from the incident).  

Organizations should use the lessons learned process to gain value from incidents.  

After a major incident has been handled, the organization should hold a lessons learned 

meeting to review the effectiveness of the incident handling process and identify necessary 

improvements to existing security controls and practices. Lessons learned meetings can also 

be held periodically for lesser incidents as time and resources permit. The information 

accumulated from all lessons learned meetings should be used to identify and correct 

systemic weaknesses and deficiencies in policies and procedures. Follow-up reports 

generated for each resolved incident can be important not only for evidentiary purposes but 

also for reference in handling future incidents and in training new team members. 

This section will only be covering the steps involved in organizing a CSIRP.  The actual 

handling of an incident can be examined by following the provided link at the end of this 

section.  The link will take you to the National Institute of Standards and Technology (NIST) 

publication library. 
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c. Organizing a Computer Security Incident Response Plan 

1) Events and Incidents – the differences:  An event is any observable occurrence in 
a system or network. Events include a user connecting to a file share, a server 

receiving a request for a web page, a user sending email, and a firewall blocking a 

connection attempt. Adverse events are events with a negative consequence, such as 

system crashes, packet floods, unauthorized use of system privileges, unauthorized 

access to sensitive data, and execution of malware that destroys data. This guide 

addresses only adverse events that are computer security-related, not those caused 

by natural disasters, power failures, etc.  

 A computer security incident is a violation or imminent threat of violation1 of 

computer security policies, acceptable use policies, or standard security practices. 

Examples of incidents2 are:  

 An attacker commands a botnet to send high volumes of connection requests to a 

web server, causing it to crash. 

 Users are tricked into opening a “quarterly report” sent via email that is actually 

malware; running the tool has infected their computers and established 

connections with an external host. 

 An attacker obtains sensitive data and threatens that the details will be released 

publicly if the organization does not pay a designated sum of money. 

 A user provides or exposes sensitive information to others through peer-to-peer 

file sharing services.  
 

2. Need for Incident Response:  Attacks frequently compromise personal and business 

data, and it is critical to respond quickly and effectively when security breaches occur. 

The concept of computer security incident response has become widely accepted and 

implemented. One of the benefits of having an incident response capability is that it 

supports responding to incidents systematically (i.e., following a consistent incident 

handling methodology) so that the appropriate actions are taken. Incident response 

helps personnel to minimize loss or theft of information and disruption of services 

caused by incidents. Another benefit of incident response is the ability to use 

information gained during incident handling to better prepare for handling future 

incidents and to provide stronger protection for systems and data. An incident response 

capability also helps with dealing properly with legal issues that may arise during 

incidents. 
 

3. Incident Response Policy, Plan, and Procedure Creation 

a. Policy Elements:  Policy governing incident response is highly individualized to the 

organization. However, most policies include the same key elements:  

 Statement of management commitment  

 Purpose and objectives of the policy 

 Scope of the policy (to whom and what it applies and under what 

circumstances)  

 Definition of computer security incidents and related terms  
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 Organizational structure and definition of roles, responsibilities, and levels of 

authority; should include the authority of the incident response team to 

confiscate or disconnect equipment and to monitor suspicious activity, the 

requirements for reporting certain types of incidents, the requirements and 

guidelines for external communications and information sharing (e.g., what 

can be shared with whom, when, and over what channels), and the handoff 

and escalation points in the incident management process 

 Prioritization or severity ratings of incidents  

 Performance measures  

 Reporting and contact forms. 
 

b. Plan Elements:  Organizations should have a formal, focused, and coordinated 

approach to responding to incidents, including an incident response plan that 

provides the roadmap for implementing the incident response capability. Each 

organization needs a plan that meets its unique requirements, which relates to the 

organization’s mission, size, structure, and functions. The plan should lay out the 

necessary resources and management support. The incident response plan should 

include the following elements:  

 Mission  

 Strategies and goals  

 Senior management approval  

 Organizational approach to incident response  

 How the incident response team will communicate with the rest of the 

organization and with other organizations 

 Metrics for measuring the incident response capability and its effectiveness  

 Roadmap for maturing the incident response capability  

 How the program fits into the overall organization.  

The organization’s mission, strategies, and goals for incident response should help 

in determining the structure of its incident response capability. The incident 

response program structure should also be discussed within the plan. 

Once an organization develops a plan and gains management approval, the 

organization should implement the plan and review it at least annually to ensure 

the organization is following the roadmap for maturing the capability and fulfilling 

their goals for incident response. 

c. Procedure Elements:  Procedures should be based on the incident response policy 

and plan. Standard operating procedures (SOPs) are a delineation of the specific 

technical processes, techniques, checklists, and forms used by the incident 

response team. SOPs should be reasonably comprehensive and detailed to ensure 

that the priorities of the organization are reflected in response operations. In 

addition, following standardized responses should minimize errors, particularly 

those that might be caused by stressful incident handling situations. SOPs should 



Page 60 of 75 
 

be tested to validate their accuracy and usefulness, then distributed to all team 

members. Training should be provided for SOP users; the SOP documents can be 

used as an instructional tool. 
 

d. Sharing Information with Outside Parties:  Organizations often need to 

communicate with outside parties regarding an incident, and they should do so 

whenever appropriate, such as contacting law enforcement, fielding media 

inquiries, and seeking external expertise. Another example is discussing incidents 

with other involved parties, such as Internet service providers (ISPs), the vendor of 

vulnerable software, or other incident response teams. Organizations may also 

proactively share relevant incident indicator information with peers to improve 

detection and analysis of incidents. The incident response team should discuss 

information sharing with the organization’s public affairs office, legal department, 

and management before an incident occurs to establish policies and procedures 

regarding information sharing. Otherwise, sensitive information regarding incidents 

may be provided to unauthorized parties, potentially leading to additional 

disruption and financial loss. The team should document all contacts and 

communications with outside parties for liability and evidentiary purposes.  

The following sections provide guidelines on communicating with several types of 

outside parties. The diagram below may help in understand the communications 

flow. The double-headed arrows indicate that either party may initiate 

communications. 
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e. The Media:  The incident handling team should establish media communications 

procedures that comply with the organization’s policies on media interaction and 

information disclosure.7 For discussing incidents with the media, organizations 

often find it beneficial to designate a single point of contact (POC) and at least one 

backup contact. The following actions are recommended for preparing these 

designated contacts and should also be considered for preparing others who may 

be communicating with the media:  

 Conduct training sessions on interacting with the media regarding incidents, 

which should include the importance of not revealing sensitive information, 

such as technical details of countermeasures that could assist other attackers, 

and the positive aspects of communicating important information to the public 

fully and effectively. 

 Establish procedures to brief media contacts on the issues and sensitivities 

regarding a particular incident before discussing it with the media. 

 Maintain a statement of the current status of the incident so that 

communications with the media are consistent and up-to-date. 

 Remind all staff of the general procedures for handling media inquiries.  

 Hold mock interviews and press conferences during incident handling exercises. 

The following are examples of questions to ask the media contact: 

– Who attacked you? Why? 

– When did it happen? How did it happen? Did this happen because you have 

poor security practices? 

– How widespread is this incident? What steps are you taking to determine 

what happened and to prevent future occurrences? 

– What is the impact of this incident? Was any personally identifiable 

information (PII) exposed?  What is the estimated cost of this incident? 

 

f. Law Enforcement:  One reason that many security-related incidents do not result 

in convictions is that some organizations do not properly contact law enforcement. 

Several levels of law enforcement are available to investigate incidents: for 

example, within the United States, Federal investigatory agencies (e.g., the Federal 

Bureau of Investigation [FBI] and the U.S. Secret Service), district attorney offices, 

state law enforcement, and local (e.g., county) law enforcement. Law enforcement 

agencies in other countries may also be involved, such as for attacks launched from 

or directed at locations outside the US. In addition, agencies have an Office of 

Inspector General (OIG) for investigation of violation of the law within each agency. 

The incident response team should become acquainted with its various law 

enforcement representatives before an incident occurs to discuss conditions under 

which incidents should be reported to them, how the reporting should be 

performed, what evidence should be collected, and how it should be collected.  
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Law enforcement should be contacted through designated individuals in a manner 

consistent with the requirements of the law and the organization’s procedures. 

Many organizations prefer to appoint one incident response team member as the 

primary POC with law enforcement. This person should be familiar with the 

reporting procedures for all relevant law enforcement agencies and well prepared 

to recommend which agency, if any, should be contacted. Note that the 

organization typically should not contact multiple agencies because doing so might 

result in jurisdictional conflicts. The incident response team should understand 

what the potential jurisdictional issues are (e.g., physical location—an organization 

based in one state has a server located in a second state attacked from a system in 

a third state, being used remotely by an attacker in a fourth state).  

g. Incident Reporting Organizations:  FISMA requires Federal agencies to report 

incidents to the United States Computer Emergency Readiness Team (US-CERT),8 

which is a government wide incident response organization that assists Federal 

civilian agencies in their incident handling efforts. US-CERT does not replace 

existing agency response teams; rather, it augments the efforts of Federal civilian 

agencies by serving as a focal point for dealing with incidents. US-CERT analyzes the 

agency-provided information to identify trends and indicators of attacks; these are 

easier to discern when reviewing data from many organizations than when 

reviewing the data of a single organization. 

 

h. Other Outside Parties:  An organization may want to discuss incidents with other 

groups, including those listed below. When reaching out to these external parties, 

an organization may want to work through US-CERT or its ISAC, as a “trusted 

introducer” to broker the relationship. It is likely that others are experiencing 

similar issues, and the trusted introducer can ensure that any such patterns are 

identified and taken into consideration.   

 Organization’s ISP. An organization may need assistance from its ISP in blocking 

a major network-based attack or tracing its origin. 

 Owners of Attacking Addresses. If attacks are originating from an external 

organization’s IP address space, incident handlers may want to talk to the 

designated security contacts for the organization to alert them to the activity 

or to ask them to collect evidence. It is highly recommended to coordinate 

such communications with US-CERT or an ISAC. 

 Software Vendors. Incident handlers may want to speak to a software vendor 

about suspicious activity. This contact could include questions regarding the 

significance of certain log entries or known false positives for certain intrusion 

detection signatures, where minimal information regarding the incident may 

need to be revealed. More information may need to be provided in some 

cases—for example, if a server appears to have been compromised through an 

unknown software vulnerability. Software vendors may also provide 
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information on known threats (e.g., new attacks) to help organizations 

understand the current threat environment. 

 Other Incident Response Teams. An organization may experience an incident 

that is similar to ones handled by other teams; proactively sharing information 

can facilitate more effective and efficient incident handling (e.g., providing 

advance warning, increasing preparedness, developing situational awareness). 

Groups such as the Forum of Incident Response and Security Teams (FIRST)11, 

the Government Forum of Incident Response and Security Teams (GFIRST)12, 

and the Anti-Phishing Working Group (APWG)13 are not incident response 

teams, but they promote information sharing among incident response teams. 

 Affected External Parties. An incident may affect external parties directly—for 

example, an outside organization may contact the organization and claim that 

one of the organization’s users is attacking it. Another way in which external 

parties may be affected is if an attacker gains access to sensitive information 

regarding them, such as credit card information. In some jurisdictions, 

organizations are required to notify all parties that are affected by such an 

incident. Regardless of the circumstances, it is preferable for the organization 

to notify affected external parties of an incident before the media or other 

external organizations do so. Handlers should be careful to give out only 

appropriate information—the affected parties may request details about 

internal investigations that should not be revealed publicly. 

 

4. Incident Response Team Structure 

1. Team Models:  Possible structures for an incident response team include the 

following:  

 Central Incident Response Team. A single incident response team handles 

incidents throughout the organization. This model is effective for small 

organizations and for organizations with minimal geographic diversity in terms 

of computing resources. 

 Distributed Incident Response Teams. The organization has multiple incident 

response teams, each responsible for a particular logical or physical segment of 

the organization. This model is effective for large organizations (e.g., one team 

per division) and for organizations with major computing resources at distant 

locations (e.g., one team per geographic region, one team per major facility). 

However, the teams should be part of a single coordinated entity so that the 

incident response process is consistent across the organization and information 

is shared among teams. This is particularly important because multiple teams 

may see components of the same incident or may handle similar incidents. 

 Coordinating Team. An incident response team provides advice to other teams 

without having authority over those teams—for example, a department wide 

team may assist individual agencies’ teams. This model can be thought of as a 

Computer Security Incident Response Team (CSIRT) for other CSIRTs. 
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Incident response teams can also use any of three staffing models: 

 Employees. The organization performs all of its incident response work, with 

limited technical and administrative support from contractors. 

 Partially Outsourced. The organization outsources portions of its incident 

response work. Section 2.4.2 discusses the major factors that should be 

considered with outsourcing. Although incident response duties can be divided 

among the organization and one or more outsourcers in many ways, a few 

arrangements have become commonplace: 

– The most prevalent arrangement is for the organization to outsource 24-hours-

a-day, 7-days-a-week (24/7) monitoring of intrusion detection sensors, 

firewalls, and other security devices to an offsite managed security services 

provider (MSSP). The MSSP identifies and analyzes suspicious activity and 

reports each detected incident to the organization’s incident response team. 

– Some organizations perform basic incident response work in-house and call on 

contractors to assist with handling incidents, particularly those that are more 

serious or widespread. 

 Fully Outsourced. The organization completely outsources its incident response 

work, typically to an onsite contractor. This model is most likely to be used 

when the organization needs a full-time, onsite incident response team but 

does not have enough available, qualified employees. It is assumed that the 

organization will have employees supervising and overseeing the outsourcer’s 

work. 

 

2. Team Model Selection:  When selecting appropriate structure and staffing models 

for an incident response team, organizations should consider the following factors:  

 The Need for 24/7 Availability. Most organizations need incident response staff 

to be available 24/7. 

 Full-Time Versus Part-Time Team Members. Organizations with limited funding, 

staffing, or incident response needs may have only part-time incident response 

team members, serving as more of a virtual incident response team. In this case, 

the incident response team can be thought of as a volunteer fire department. 

When an emergency occurs, the team members are contacted rapidly, and 

those who can assist do so. An existing group such as the IT help desk can act as 

a first POC for incident reporting. The help desk members can be trained to 

perform the initial investigation and data gathering and then alert the incident 

response team if it appears that a serious incident has occurred. 

 Employee Morale. Incident response work is very stressful, as are the on-call 

responsibilities of most team members. This combination makes it easy for 

incident response team members to become overly stressed. Many 

organizations will also struggle to find willing, available, experienced, and 

properly skilled people to participate, particularly in 24-hour support. 

Segregating roles, particularly reducing the amount of administrative work that 

team members are responsible for performing, can be a significant boost to 

morale. 
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 Cost. Cost is a major factor, especially if employees are required to be onsite 

24/7. Organizations may fail to include incident response-specific costs in 

budgets, such as sufficient funding for training and maintaining skills. Because 

the incident response team works with so many facets of IT, its members need 

much broader knowledge than most IT staff members. They must also 

understand how to use the tools of incident response, such as digital forensics 

software. Other costs that may be overlooked are physical security for the 

team’s work areas and communications mechanisms. 

 Staff Expertise. Incident handling requires specialized knowledge and 

experience in several technical areas; the breadth and depth of knowledge 

required varies based on the severity of the organization’s risks. Outsourcers 

may possess deeper knowledge of intrusion detection, forensics, vulnerabilities, 

exploits, and other aspects of security than employees of the organization. Also, 

MSSPs may be able to correlate events among customers so that they can 

identify new threats more quickly than any individual customer could. However, 

technical staff members within the organization usually have much better 

knowledge of the organization’s environment than an outsourcer would, which 

can be beneficial in identifying false positives associated with organization-

specific behavior and the criticality of targets. Section 2.4.3 contains additional 

information on recommended team member skills. 

When considering outsourcing, organizations should keep these issues in mind: 

 Current and Future Quality of Work. Organizations should consider not only the 

current quality (breadth and depth) of the outsourcer’s work, but also efforts to 

ensure the quality of future work—for example, minimizing turnover and 

burnout and providing a solid training program for new employees. 

Organizations should think about how they could objectively assess the quality 

of the outsourcer’s work. 

 Division of Responsibilities. Organizations are often unwilling to give an 

outsourcer authority to make operational decisions for the environment (e.g., 

disconnecting a web server). It is important to document the appropriate 

actions for these decision points. For example, one partially outsourced model 

addresses this issue by having the outsourcer provide incident data to the 

organization’s internal team, along with recommendations for further handling 

the incident. The internal team ultimately makes the operational decisions, with 

the outsourcer continuing to provide support as needed. 

 Sensitive Information Revealed to the Contractor. Dividing incident response 

responsibilities and restricting access to sensitive information can limit this. For 

example, a contractor may determine what user ID was used in an incident (e.g., 

ID 123456) but not know what person is associated with the user ID. Employees 

can then take over the investigation. Non-disclosure agreements (NDAs) are one 

possible option for protecting the disclosure of sensitive information. 
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 Lack of Organization-Specific Knowledge. Accurate analysis and prioritization of 

incidents are dependent on specific knowledge of the organization’s 

environment. The organization should provide the outsourcer regularly updated 

documents that define what incidents it is concerned about, which resources 

are critical, and what the level of response should be under various sets of 

circumstances. The organization should also report all changes and updates 

made to its IT infrastructure, network configuration, and systems. Otherwise, 

the contractor has to make a best guess as to how each incident should be 

handled, inevitably leading to mishandled incidents and frustration on both 

sides. Lack of organization-specific knowledge can also be a problem when 

incident response is not outsourced if communications are weak among teams 

or if the organization simply does not collect the necessary information. 

 Lack of Correlation. Correlation among multiple data sources is very important. 

If the intrusion detection system records an attempted attack against a web 

server, but the outsourcer has no access to the server’s logs, it may be unable to 

determine whether the attack was successful. To be efficient, the outsourcer 

will require administrative privileges to critical systems and security device logs 

remotely over a secure channel. This will increase administration costs, 

introduce additional access entry points, and increase the risk of unauthorized 

disclosure of sensitive information. 

 Handling Incidents at Multiple Locations. Effective incident response work often 

requires a physical presence at the organization’s facilities. If the outsourcer is 

offsite, consider where the outsourcer is located, how quickly it can have an 

incident response team at any facility, and how much this will cost. Consider 

onsite visits; perhaps there are certain facilities or areas where the outsourcer 

should not be permitted to work. 

 Maintaining Incident Response Skills In-House. Organizations that completely 

outsource incident response should strive to maintain basic incident response 

skills in-house. Situations may arise in which the outsourcer is unavailable, so 

the organization should be prepared to perform its own incident handling. The 

organization’s technical staff must also be able to understand the significance, 

technical implications, and impact of the outsourcer’s recommendations. 
 

3. Incident Response Peers:  Members of the incident response team should have 

excellent technical skills, such as system administration, network administration, 

programming, technical support, or intrusion detection. Every team member 

should have good problem solving skills and critical thinking abilities. It is not 

necessary for every team member to be a technical expert—to a large degree, 

practical and funding considerations will dictate this—but having at least one 

highly proficient person in each major area of technology (e.g., commonly attacked 

operating systems and applications) is a necessity. It may also be helpful to have 

some team members specialize in particular technical areas, such as network 

intrusion detection, malware analysis, or forensics. It is also often helpful to 

temporarily bring in technical specialists that aren’t normally part of the team. 
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It is important to counteract staff burnout by providing opportunities for learning 

and growth. Suggestions for building and maintaining skills are as follows: 

 Budget enough funding to maintain, enhance, and expand proficiency in 

technical areas and security disciplines, as well as less technical topics such as 

the legal aspects of incident response. This should include sending staff to 

conferences and encouraging or otherwise incentivizing participation in 

conferences, ensuring the availability of technical references that promote 

deeper technical understanding, and occasionally bringing in outside experts 

(e.g., contractors) with deep technical knowledge in needed areas as funding 

permits. 

 Give team members opportunities to perform other tasks, such as creating 

educational materials, conducting security awareness workshops, and 

performing research. 

 Consider rotating staff members in and out of the incident response team, and 

participate in exchanges in which team members temporarily trade places with 

others (e.g., network administrators) to gain new technical skills. 

 Maintain sufficient staffing so that team members can have uninterrupted time 

off work (e.g., vacations). 

 Create a mentoring program to enable senior technical staff to help less 

experienced staff learn incident handling. 

 Develop incident handling scenarios and have the team members discuss how 

they would handle them. Appendix A contains a set of scenarios and a list of 

questions to be used during scenario discussions. 

Incident response team members should have other skills in addition to technical 

expertise. Teamwork skills are of fundamental importance because cooperation 

and coordination are necessary for successful incident response. Every team 

member should also have good communication skills. Speaking skills are important 

because the team will interact with a wide variety of people, and writing skills are 

important when team members are preparing advisories and procedures. Although 

not everyone within a team needs to have strong writing and speaking skills, at 

least a few people within every team should possess them so the team can 

represent itself well in front of others. 

4. Dependencies within Organization:  It is important to identify other groups within 

the organization that may need to participate in incident handling so that their 

cooperation can be solicited before it is needed. Every incident response team 

relies on the expertise, judgment, and abilities of others, including: 

 Management. Management establishes incident response policy, budget, and 

staffing. Ultimately, management is held responsible for coordinating incident 

response among various stakeholders, minimizing damage, and reporting to 

Congress, OMB, the General Accounting Office (GAO), and other parties. 
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 Information Assurance. Information security staff members may be needed 

during certain stages of incident handling (prevention, containment, 

eradication, and recovery)—for example, to alter network security controls 

(e.g., firewall rulesets). 

 IT Support. IT technical experts (e.g., system and network administrators) not 

only have the needed skills to assist but also usually have the best 

understanding of the technology they manage on a daily basis. This 

understanding can ensure that the appropriate actions are taken for the 

affected system, such as whether to disconnect an attacked system. 

 Legal Department. Legal experts should review incident response plans, 

policies, and procedures to ensure their compliance with law and Federal 

guidance, including the right to privacy. In addition, the guidance of the general 

counsel or legal department should be sought if there is reason to believe that 

an incident may have legal ramifications, including evidence collection, 

prosecution of a suspect, or a lawsuit, or if there may be a need for a 

memorandum of understanding (MOU) or other binding agreements involving 

liability limitations for information sharing. 

 Public Affairs and Media Relations. Depending on the nature and impact of an 

incident, a need may exist to inform the media and, by extension, the public. 

 Human Resources. If an employee is suspected of causing an incident, the 

human resources department may be involved—for example, in assisting with 

disciplinary proceedings. 

 Business Continuity Planning. Organizations should ensure that incident 

response policies and procedures and business continuity processes are in sync. 

Computer security incidents undermine the business resilience of an 

organization. Business continuity planning professionals should be made aware 

of incidents and their impacts so they can fine-tune business impact 

assessments, risk assessments, and continuity of operations plans. Further, 

because business continuity planners have extensive expertise in minimizing 

operational disruption during severe circumstances, they may be valuable in 

planning responses to certain situations, such as denial of service (DoS) 

conditions. 

 Physical Security and Facilities Management. Some computer security incidents 

occur through breaches of physical security or involve coordinated logical and 

physical attacks. The incident response team also may need access to facilities 

during incident handling—for example, to acquire a compromised workstation 

from a locked office. 

The actual handling of an event or incident, coordination and information sharing, 

and incident handling scenarios are outside the scope of this document.   It is 

suggested that the reader reference the most current version of the National 

Institute of Standards and Technology (NIST) “Computer Security Incident 

Handling Guide” which can be found at: 
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http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf 

VI. Other Risk Management Issues 
a. Insurance - No matter how careful an organization is in protecting its sensitive data, there 

is a good possibility that it will experience a cyber-attack that results in the personal 
information of donors, employees and other stakeholders being stolen. As President Obama 
made clear in 2012, attacks on U.S. computer networks are one of the most serious 
economic and national security threats that our nation faces today. One Verizon study 
found that 70% of cyber-attacks were carried out against organizations with one hundred 
(100) or fewer employees.  
 
Forty-seven (47) states, the District of Columbia, Guam, Puerto Rico and the Virgin Islands 
have enacted legislation requiring private, governmental or educational entities to notify 
individuals of security breaches of information involving personally identifiable information. 
Individual state laws can be reviewed at: 
http://www.ncsl.org/research/telecommunications-and-information-technology/security-
breach-notification-laws.aspx 
 
Most importantly, an organization’s responsibility to keep records private is not eliminated 
when the records are maintained by a third party vendor. If the records are those of an 
organization’s customer or donor, the organization remains responsible for the security of 
the data, regardless of where they were stored or what locations were breached.  
 
Cyber-crime is growing at an alarming rate (Example: Four million (4,000,000 records stolen 
in 2010; one hundred and seventy four million (174,000,000 stolen in 2011). For that reason, 
cyber liability insurance is becoming more and more common. Typically, this coverage can 
be added to organizational insurance packages at a reasonable cost.  
 

i. Types of Coverage 

Because expenses mount exponentially when data is compromised, cyber liability 

insurance is a good investment. Consider: Notification costs are estimated to run 

between one hundred and fifty dollars ($150.00) and two hundred dollars ($200.00) per 

record affected. Based on that estimate, organizations keeping as few as one thousand 

(1,000) records could be facing costs of up to $200,000—just for notification and 

monitoring! 

Cyber Liability policies typically cover a variety of expenses associated with data 

breaches, including: Notification costs, credit monitoring, costs to defend claims by state 

regulators, fines and penalties, and loss resulting from identity theft. In addition, the 

policies may cover liability arising from website media content, as well as property 

exposures from: (a) business interruption, (b) data loss/destruction, (c) computer fraud, 

(d) funds transfer loss, and (e) cyber extortion.  

Because no two policies are the same, it is important to know what coverage is included 

in the policy being purchased. In that regard, this quick reference guide may be helpful. 

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
http://www.ncsl.org/research/telecommunications-and-information-technology/security-breach-notification-laws.aspx
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http://www.amwins.com/SiteCollectionDocuments/Client%20Advisories/Client_Advisory-What-Is-

Cyberliability.pdf 

Cyber and privacy insurance should not be confused with technology errors and 

omissions (tech E&O) insurance. In contrast to cyber and privacy insurance, tech E&O 

coverage is intended to protect providers of technology products and services, such as 

computer software and hardware manufacturers, website designers, and firms that 

store corporate data on an off-site basis. Establishing which vendors should carry 

technology errors and omissions insurance and ascertaining that they do is one step 

toward lessening data security risk; purchasing cyber liability insurance is another.  

ii. Policy Limits 

As with most types of insurance, cyber liability insurance policies vary widely in terms of 

premiums, total coverage, and deductibles. Organizations can purchase coverage cyber 

liability for as little as two thousand dollars ($2,000). Depending on how much an 

organization is willing to pay, it can also purchase coverage for exposures as high as 

thirty million dollars ($30,000,000), with deductibles as low as ten thousand dollars 

($10,000. For most nonprofits, the driver on how much coverage to purchase will be 

determined by measuring the cost of the maximum exposure against the cost of that 

level of protection.  

One way to establish the cost of maximum exposure is to determine what costs or 

expenses need to be covered and what types of incidents need to be covered. Circulate 

and discuss this list with all relevant parties, not forgetting to gather information from 

third-party suppliers and partners. Include both first-party costs (those that will be 

directly borne by your organization) and third-party costs (those that others may 

http://www.amwins.com/SiteCollectionDocuments/Client%20Advisories/Client_Advisory-What-Is-Cyberliability.pdf
http://www.amwins.com/SiteCollectionDocuments/Client%20Advisories/Client_Advisory-What-Is-Cyberliability.pdf
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attempt to claim from your organization as a result of the incident). The resulting 

number would be the maximum exposure that could be faced by the organization.  

By working with a competent insurance broker, an organization can use the dollar value 

of its maximum exposure and the types of incidents that could occur to create an 

estimate of the cost of an annual cyber liability policy. If the cost is not within the 

organization’s budget, stepping down on the total costs to be covered in the event of 

breach will result in reduced premiums. Increasing the deductible (the amount the 

organization will pay before the insurance is used) may also reduce premiums. 

In 2015, one United Way reported securing coverage in the amount of one million 

dollars ($1,000,000) for approximately two thousand six hundred dollars ($2,600). In 

February, 2016, Greg Magnani, United Way Worldwide Director, Brand Licensing, 

advised the CFO listserv that the Directors and Officers insurance policy provided by 

Hartford Financial Products through Aon Insurance can include an add-on endorsement 

which provides up to fifty-thousand ($50,000) in coverage for donor notification and 

monitoring costs and PR expenses when a breach occurs for an additional premium of 

only fifty dollars ($50). For more information about the Hartford option, please contact 

Greg at: Greg.Magnani@UWW.UNITEDWAY.ORG 

b. Theft of computer assets 

Definition: Theft includes the unauthorized/unlawful removal of data, hardware, or 
software from company facilities. Possible consequences for the loss of hardware can 
include the loss of important data and programs resident on the hard disk or on 
portable media stored in the immediate vicinity. 

To mitigate theft of computer assets: A good loss prevention system begins with a 
good fixed asset inventory and tracking system.  Asset tracking systems should include 
all IT equipment and software used throughout the company.  Hardware assets should 
all be tagged with scratch-proof labels that include company name, unique tag number, 
and associated barcode for scanning.  

Where applicable, hardware and peripherals should be physically locked using 
approved locking devices which often include cables and fasteners.  All hardware stolen 
should be reported to management and authorities and the inventory should reflect 
the theft.  Proper use of video surveillance in areas of ingress and egress can help 
identify equipment being transported out of the facility. 

Software used in conjunction with GPS technology and law enforcement can also be 
purchased and installed on equipment to help in its recovery should it be stolen.  This 
software and service is activated when you call and report the equipment stolen. At 
that time, the service will begin to ‘locate’ the stolen device when it next attaches to 
the internet.  A beacon from the stolen device will use wireless (Wi-Fi) to give its 
location so law enforcement can pinpoint its location and retrieve. 

mailto:Greg.Magnani@UWW.UNITEDWAY.ORG
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Software can be tracked and monitored either manually or electronically with the use 
of software audit applications that can sweep the network and drill down into each 
node on the network so as to harvest information about software installed on each 
device and report it back to a centralized management console or database.  These 
software inventory sweeps should be scheduled regularly and compared against the 
software installation baseline agreed upon during the initial software deployment.  

Software media, license keys, and credentials for downloading software from 
manufacturer’s websites should be locked away in a secure, fire-proof safe.  Access 
with hard keys should be given to only a select few.   

c. Fraud/Embezzlement 

Definition: This is the unlawful deletion of company recorded assets through the 
deceitful manipulation of internal controls, files, and data, often through the use of a 
LAN. Possible consequences include monetary loss and illegal payments to outside 
parties. 

To help mitigate fraud and embezzlement: Even at larger companies, virtually every 
theft starts with a very small amount of money.  It usually takes about 18 months for 
evidence of fraud to surface.  

When someone embezzles, you should always prosecute and file a 1099 for the 
embezzled funds. The IRS will come after the embezzler and get them to pay taxes on 
what they stole. Pay more attention to your accounts when there's a long weekend. 
Certain crooks wait to target firms over long weekends. 

Four Key Ways to Prevent Employee Fraud: 
1. Make sure your HR department scrutinizes new hire resumes very carefully. Is the 

job applicant vastly overqualified? Is a CPA applying for your bookkeeper job? It 
could be a bad sign 

2. Do background checks on potential hires. If an applicant lived in another state, 
make sure to check out-of-state references 

3. Keep close watch over your accounts. Statements should always be reconciled in a 
timely manner. The longer it takes to catch a fraudulent transaction, the less likely 
it is that the bank will cover the fraud. 

4. Have your accounting department supervisor review one or two random unopened 

statements from your clients. Random statement reviews can really help prevent 
fraud. 
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d. Electrical power failures/disturbances 

Definition: Any break or disturbance in LAN power continuity that is sufficient to cause 
operational interruption, ranging from high-voltage spikes to area “brownouts.” 
Possible consequences range from minor loss of input data to temporary shutdown of 
systems. 

To mitigate electrical power failures/disturbances:  Data centers, IDF & MDF closet, 
DMARKs, security equipment, and life safety equipment should all be isolated on 
dedicated emergency power circuits.  These circuits should provide power to 
Uninterrupted Power Supply (UPS) solutions designed and rated to hold the entire load 
of your critical equipment for an extended period of time or such time that generator 
backup power is turned up and is able to provide ample power to critical devices and 
life safety equipment. UPS and Automatic Transfer Switch (ATS) should be used not 
only to transfer power from your local utility to your generated back power, but also to 
condition the power that feeds your critical equipment. 

e. Hardware failure 

Definition:  Any failure of LAN components (particularly disk crashes in PCs). Possible 
consequences include loss of data or data integrity, loss of processing time, and 
interruption of services, and may also include degradation or loss of software 
capabilities. 

To mitigate hardware failure: Servers should have as much redundancy as your budget 
will allow.  Dual power supplies, dual network interface cards, redundant disk arrays, or 
even redundant servers themselves are all ways of extending the life and uptime of 
your data.  Whether a piece of equipment will fail is not of matter of ‘if’, it is a matter of 
‘when’.  Putting redundant parts into a server will pay for itself the first time a part fails 
and you don’t lose any data or uptime.   

Desktops and laptops do not need the redundancy to the same extent as the server 
equipment. However, parts will still fail.  Knowing these devices will sometimes fail is 
the reason that you avoid keeping company data on them.   

Applications and packaged software can be reinstalled, data on a laptop or desktop that 
fails is gone.  Ensure your employees understand that saving data to their local machine 
is both risky and may be against your policy about where company data can be stored.   

Ensure you give each employee ample space on the network to store their data.  It can 
be a network share on a server, space on the storage area network (SAN), space on 
network attached storage (NAS), or space in at a cloud service. Wherever you decide to 
locate the data, be sure to back it up frequently and keep copies off-site at a secure 
location or synchronize it with a vaulting service.   
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f. Fire/water damage 

Definition:  This could include a major catastrophic destruction of an entire building, 
partial destruction within an office area, LAN room fire, water damage from sprinkler 
system, and/or smoke damage. The possible consequences include loss of the entire 
system for extended periods of time. 

To mitigate fire/water damage:  Work with your local fire marshal and facilities team 
to reduce the risk of fire and water damage in areas where data is kept. 

g. Other physical threats 

Definition:  These include environmental failures/mishaps involving air conditioning, 
humidity, heating, liquid leakage, explosion, and contamination. Physical access threats 
include sabotage/terrorism, riot/civil disorders, bomb threats, and vandalism. Natural 
disasters include flood, earthquake, hurricane, snow/ice storm, windstorm, tornado, 
and lightning. 

VII. United Way Policy & Procedure Deskbook:  To assist United Way members in 
developing their own operational and internal control policies/procedures, United Way 
Worldwide has developed the “Deskbook” on UW Online to serve as the central 
repository for exchange of member UW promising practices as well as a vetted list of 
best practice policies including:   
a. Business Continuity/Disaster Recovery Plan 
b. Computer Security Policy 
c. Document Retention Policy 
d. Ethics Policy 
e. HIPAA Security Policy 
f. Internet Security Policy 
g. Mobile Security Policy 
h. Network Security Policy 
i. PCI Security Policy 
j. Privacy Policy 

k. Wireless Security Policy 
 
To access the Policy and Procedure Deskbook section of UW Online go to: 
https://online.unitedway.org/groups/risk-management-exchange 
 
 
 
 
 
 
 

https://online.unitedway.org/groups/risk-management-exchange
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