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United Way Guide to PCI Compliance – Executive Summary 
 
This guidance was created to enable United Ways of all sizes to have access to tools, rules, 
guidance, best practices and examples of how a United Way can manage the process of 
Payment Card Industry’s Data Security Standards (PCI DSS). 
 
As cases of consumer fraud, identity theft and security breaches continue to make news, 
adherence to the PCI DSS are progressing toward ensuring security for cardholder data. While 
many United Ways work to meet mandated certification and validation of their systems, the 
technological and financial risks of non-compliance continue to burden United Ways of all sizes. 
 
The fallout of non-compliance may have a domino effect on the United Way network, as the 
financial implications of a breach can destroy United Ways of any size. You can mitigate risk by 
maintaining compliance and providing verification and certification as required by the industry. By 
following the standardized PCI DSS procedures, you can: 
 

• Protect your donors’ personal data 
• Boost donor confidence through a higher level of data security 
• Insulate your United Way from financial losses and remediation costs 
• Maintain donor and public trust and safeguard the reputation of the United Way brand 

 
As a framework for safeguarding sensitive data for all credit card brands, PCI applies to all 
acceptance environments including face-to-face, mail, telephone, and e-commerce. United Ways 
of all types and sizes are impacted so now is the time to understand what you can do to obtain 
PCI compliance. 
 
Calculating the costs of PCI DSS compliance can be difficult.  It is not simply a matter of 
achieving compliance and maintaining it because PCI compliance is very dynamic. For example, 
in response to consumer pressure there is some action occurring to make more of the PCI 
industry standard into law so it becomes a regulatory mandate. 
 
As the technologies and vectors that attackers use to perpetrate their misdoings are becoming 
more sophisticated; new countermeasures will have to be purchased and implemented to 
address these emerging threats. This makes the ongoing cost of compliance difficult to measure 
and can deter United Ways from investing the proper resources necessary to meet the standards 
laid out in PCI DSS. However, the ongoing costs of noncompliance can be far greater. In addition 
to loss of donor trust, the bank can refuse to process card payments for a United Way after a data 
breach occurs resulting in lost revenue. 
 
These guidelines may not address all aspects of a United Way member’s responsibility. For those 
reasons, the subcommittee strongly suggests seeking advisory assistance from a consultant or 
merchant processor for help when needed.  
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Introduction 
 
Over the years there has been a dramatic increase in credit card fraud and identity theft and as 
such the major credit card companies, VISA, MasterCard, American Express and Discover 
created the PCI Security Standards Council. Through this council the credit card companies have 
created a set of standard that all businesses, including nonprofits, are being required to follow as 
they process credit cards.  
 
The United Way Financial Issues Committee recognizes the importance of ensuring member 
United Ways are knowledgeable of and adhere to credit card security compliance mandates, if 
applicable. Compliance with data security standards brings major benefits to United Ways and 
donors while failure to become PCI compliant can have serious and long-term negative 
consequences on the United Way failing to comply and the United Way network. 
 
Compliance means that your systems are secure and donors can trust you with their sensitive 
payment card information while building confidence in doing business with you. Donors who are 
confident in your operations are more likely to become repeat donors and to recommend you to 
other donors.  
 
United Ways that do not pursue credit card security compliance but continue to process, transmit 
or store credit card data face increasing risks that can negatively affect the network and most 
importantly donors. Just one incident can severely damage your United Way’s reputation and 
standing in your community, tarnish relationships, and result in lawsuits and insurance claims, as 
well as face credit card merchant and government fines.  
 
Credit card and donor information security is a constantly evolving process and cyber criminals 
are evolving their attacks on a daily basis. This document will assist United Ways in becoming 
compliant according to PCI DSS, while protecting donors, their local agency and the United Way 
network. 
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Defining PCI Data Security Standards and PCI Security Standards Council 
 
The Payment Card Industry Data Security Standard (PCI DSS) is a set of requirements designed 
to ensure that ALL companies that process, store or transmit credit card information maintain a 
secure environment. To process credit cards a United Way will have a Merchant Identification 
number (MID). PCI DSS applies to ALL United Ways, regardless of size or number of 
transactions, who accepts, transmits or stores any cardholder data 

The PCI DSS cover everything from the point of entry of card data into a system to how the data 
is processed through secure payment applications (e.g. Paypal, Verisign). They seek to protect 
and educate industry players such as merchants (United Ways), processors, financial institutions, 
and any other organizations that store, process and transmit cardholder data. 

The Payment Card Industry Security Standards Council (PCI SSC) is an open global forum for 
the ongoing development, enhancement, storage, dissemination and implementation of security 
standards for credit card account data protection. Launched on September 7, 2006 by the major 
payment card brands (Visa, MasterCard, American Express, Discover and JCB International), the 
Council manages the ongoing evolution of the PCI DSS with focus on improving payment account 
security throughout the transaction process.  

The Council administers and manages the PCI DSS, works to educate stakeholders about the 
PCI DSS, operates programs to train and qualify security professionals in assessing and 
achieving compliance with PCI DSS, and promotes awareness of the need for payment data 
security to the public. It also recognizes the certified practitioners and companies – Qualified 
Security Assessors and Approved Scanning Vendors – qualified to validate compliance to the PCI 
DSS, making the Council a centralized resource for access to standards and services approved 
by all five payment brands. 

Finally, it is important to know that the Council does NOT validate or enforce any organization’s 
compliance with its PCI DSS nor does it impose penalties for non-compliance. These areas are 
governed by the payment brands and their partners. If you have questions about requirements for 
compliance with any PCI DSS, deadlines for or reporting of compliance, only the payment brands 
can supply the answers, not the Council. Start with the following links:   

• www.pcisecuritystandards.org 

• www.pcicompliance.org 

• www.pcicomplianceguide.org 

http://www.pcisecuritystandards.org/
http://www.pcicompliance.org/
http://www.pcicomplianceguide.org/
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Benefits of PCI Compliance 

• Compliance with the PCI DSS means your systems are secure and donors can trust you 
with their sensitive payment card information: 

o Trust means your donors  have confidence in doing business with you 
o Confident donors are more likely to be repeat donors and to recommend you to 

others. 
• Compliance improves your reputation with donors and payment brands -- the partners you 

need in order to do business.  
• Compliance is an ongoing process not a one-time event. It helps prevent security breaches 

and theft of payment card data not just today but also in the future: 
o As Information Technology (IT) fraud and data compromise become more 

sophisticated, it becomes even more difficult for an individual United Way to stay 
ahead of the threats. 

o The PCI SSC is constantly working to monitor threats and improve the industry’s 
means of dealing with them through enhancements to PCI DSS and by the training 
of security professionals. 

o When you stay compliant, you are part of the solution – a unified, global response to 
fighting payment card data compromise. 

• Compliance has indirect benefits as well: 
o Through your efforts to comply with PCI DSS, you’ll likely be better prepared to 

comply with current and future governmental regulations and you will have a basis 
for an organizational security strategy. 

o You will likely identify ways to improve the efficiency of your IT infrastructure. 

Reputation Risk of Non-Compliance 
In this day of increased competition for charitable gifts, donors’ expectations and standards of 
how their money is used and guarded has never been higher. Donors see sound business 
practices including PCI compliance as a baseline business practice.  There is an expectation that 
your United Way has the proper controls in place to comply with PCI requirements to protect 
against a breach of personally identifiable information.  While it is always best to prevent a crisis, 
consider the fact that a reputation can be enhanced following a well-managed crisis as well.   
 
Any data security breach not only imposes heavy fines on the processing organization, it also 
damages the brand image to a great extent. In worse case scenarios, credit card companies may 
stop transacting with organizations which would further damage the brand reputation. 
Considering the cost to reputation, investing in IT security is far preferable to incurring 
unexpected costs for repeat audits, fines, law suits and brand damage. 

Financial Risk of Non-Compliance 
With the increasing use of online fundraising from nonprofits of all sizes, the competition for 
charitable donations is stronger than ever. United Ways are facing increasing pressure to protect 
donor data and build donor loyalty. Donors want to be confident that their credit information is 
safe and that United Ways’ computer systems are reliable.   
 
This adds another layer to your current business practices and IT infrastructure as both have to 
meet these security requirements. While United Ways are trying to increase donations and lower 
overhead, meeting PCI standards is likely to push costs upwards. But while there are costs 
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associated with a PCI audit and compliance requirements, the financial risks to the organization 
including fines for failing to meet PCI compliance could be a more costly proposition. Below is a 
list of fines and fees your United Way could face if a breach occurred and your United Way was 
not PCI compliant (see Appendix A for frequently asked questions): 

• Fines and fees for compromised data, forensics, et cetera. 
• Recurring fees for non-compliance until status changes. 
• Loss of privileges to process cards entirely. 
• Closure of business from fines and loss of ability to process cards. 
• Loss of donations from donors who realize you are not PCI compliant. 

As a way to mitigate financial risk, United Ways might purchase Cyber Privacy and Security 
insurance products to cover risks associated with PCI and other data breach claims. Appendix B 
contains more detailed information with references to resources for these products.  
 
Refer to Appendix G for more detailed information on reputation and financial risk along with 
references to resources on both of these topics. 
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PCI Compliance Levels 
 
Each United Way should determine what level of compliance is necessary based on the 
organization’s needs and practices. Note that PCI DSS compliance is not an overnight process. 
Rather it is the ongoing collaboration of numerous initiatives undertaken by the various 
stakeholders within your organization, all working towards a common goal. Before beginning this 
process, each United Way needs to determine what level of PCI compliance is necessary based 
on their organizational operations. Depending on the expertise of your IT staff and the Self-
Assessment Questionnaire (SAQ) level your United Way needs to complete for compliance, you 
may want to recruit a volunteer or hire a consultant or vendor with knowledge and experience in 
this area to guide you through this process. 

Self-Assessment Questionnaire (SAQ) and Determining Your SAQ Category 
Each United Way should determine what level of compliance is necessary based on the 
organization’s processes and needs. The PCI DSS Self-Assessment Questionnaire (SAQ) is a 
validation tool intended to assist United Ways in self-evaluating their compliance with the PCI 
DSS. According to credit card rules, all United Ways using credit card as a payment method are 
required to comply with the PCI DSS in its entirety. There are five SAQ categories as presented 
in the following chart and described in more detail in the following paragraphs. (see also 
Appendix C for an easier version to read)  
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The SAQ consists of the following components: 

1. Questions correlating to the PCI DSS requirements, appropriate for United Ways based on 
credit card activity; 

2. Attestation of Compliance: the Attestation is the self-certification that your United Way is 
eligible to perform and has actually performed a PCI DSS self-assessment. 

 
The following definitions have been developed to help United Ways determine which SAQ 
category best applies to them. 
 
SAQ A – Card Not Present (all cardholder data functions are outsourced): Addresses 
requirements applicable to United Ways that retain only paper reports or receipts with cardholder 
data, do not store cardholder data in electronic format and do not process or transmit any 
cardholder data on their systems. This SAQ category would never apply if your United Way has 
face-to-face transactions (e.g. special events). There are 13 questions in the questionnaire for 
this level. https://www.pcisecuritystandards.org/documents/pci_saq_a_v2.doc 
 
SAQ A is applicable if: 

• Your United Way accepts only card-not-present (e-commerce or mail/telephone-order) 
transactions; 

• Your United Way does not store, process, or transmit any cardholder data on your systems 
or premises but relies entirely on a third party(s) to handle all these functions; 

• Your United Way has confirmed that the third party(s) handling storage, processing, and/or 
transmission of cardholder data is PCI DSS compliant; 

• Your United Way retains only paper reports or receipts with cardholder data, and these 
documents are not received electronically; and 

• Your United Way does not store any cardholder data in electronic format. 
 
SAQ B – Imprint or Standalone Terminal with Dial Connectivity: Addresses requirements 
applicable to United Ways that process cardholder data only via imprint machines or standalone, 
dial-out terminals. No electronic cardholder data storage. There are 29 questions in the 
questionnaire for this level. https://www.pcisecuritystandards.org/documents/pci_saq_b_v2.doc 
 
 SAQ B is applicable if: 

• Your United Way uses only an imprint machine and/or uses only standalone, dial-out 
terminals (connected via a phone line to your processor) to take your donors’ credit card 
payment  information; 

• The standalone, dial-out terminals are not connected to any other systems within your 
computer environment; 

• The standalone, dial-out terminals are not connected to the Internet; 
• Your United Way does not transmit cardholder data over a network (either an internal 

network or the Internet); 
• Your United Way retains only paper reports or paper copies of receipts with cardholder 

data, and these documents are not received electronically; and 
• Your United Way does not store cardholder data in electronic format. 

 
SAQ C-VT – Web-based Virtual Terminals Only: Address requirements applicable to United 
Ways that process cardholder data only via isolated virtual terminals on personal computers 

https://www.pcisecuritystandards.org/documents/pci_saq_a_v2.doc
https://www.pcisecuritystandards.org/documents/pci_saq_b_v2.doc
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connected to the Internet, no electronic cardholder data storage. There are 51 questions in the 
questionnaire for this level. https://www.pcisecuritystandards.org/documents/pci_saq_c-vt_v2.doc 
 
SAQ C-VT is applicable if: 

• Your United Way’s only payment processing is via a virtual terminal accessed by an 
Internet connected web browser; 

• Your United Way’s virtual terminal solution is provided and hosted by a PCI DSS validated 
third party service provider; 

• Your United Way accesses the PCI DSS compliant virtual terminal solution via a computer 
that is isolated in a single location, and is not connected to other locations or systems 
within your computer environment (this can be achieved via a firewall or network 
segmentation to isolate the computer from other systems); 

• Your United Way’s computer does not have software installed that causes cardholder data 
to be stored (for example, there is no software for batch processing or store-and-forward); 

• Your United Way’s computer does not have any attached hardware devices that are used 
to capture or store cardholder data (for example, there are no card readers attached); 

• Your United Way does not otherwise receive or transmit cardholder data electronically 
through any channels (for example, via an internal network or the Internet); 

• Your United Way retains only paper reports or paper copies of receipts; and 
• Your United Way does not store cardholder data in electronic format. 

 
SAQ C – Standalone Hardware Terminal or Software System with Internet Connectivity: 
United Ways with payment application systems connected to the Internet, and United Way does 
not store cardholder data in an electronic format. There are 40 questions in the questionnaire for 
this level. https://www.pcisecuritystandards.org/documents/pci_saq_c_v2.doc 
 
SAQ C is applicable if: 

• Your United Way has a payment application system and an Internet connection on the 
same device and same local area network (LAN); 

• The payment application system/Internet device is not connected to any other systems 
within your computer environment (this can be achieved via network segmentation to 
isolate payment application system/Internet device from all other systems); 

• Your United Way location is not connected to other  locations, and any LAN is for a single 
store only; 

• Your United Way retains only paper reports or paper copies of receipts; 
• Your United Way does not store cardholder data in electronic format; and 
• Your United Way’s payment application software vendor uses secure techniques to 

provide remote support to your payment application system. 
 
SAQ D – All Other United Ways Defined as Self-Assessment Questionnaire Eligible: United 
Ways not included in descriptions for SAQ categories A through C above. SAQ D also includes 
United Ways with electronic cardholder data storage on premises such as for recurring donations  
(including Excel or Access files) as well as United Ways who receive credit card information 
electronically (e.g. through electronic pledging systems). There are 288 questions in the 
questionnaire for this level. https://www.pcisecuritystandards.org/documents/pci_saq_d_v2.doc 

https://www.pcisecuritystandards.org/documents/pci_saq_c-vt_v2.doc
https://www.pcisecuritystandards.org/documents/pci_saq_c_v2.doc
https://www.pcisecuritystandards.org/documents/pci_saq_d_v2.doc
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Becoming PCI Compliant 
While the ultimate goal is to successfully complete the questionnaire for your SAQ category, there 
are three phases that each United Way will want to go through on their path to PCI DSS 
compliance: 1) Readiness Assessment, 2) Remediation and Implementation, and 3) Assessment 
and Reporting.  

Phase 1: Readiness Assessment 
If your United Way is new to PCI compliance, then it is wise to begin the process with a 
Readiness Assessment which helps pave the way toward successful compliance by 
undertaking the following activities: 
• In-depth scoping analysis as it relates to the PCI criteria and its 12 requirements (see 

below) 
• Review and analysis of current policies, procedures and initiatives throughout the 

organization for meeting PCI compliance 
• Analysis of debit/credit (i.e. payment) card ‘transaction environment’ 
• Analysis of hardware/software systems, components and all other related application and 

network layer devices. 
• Identifying and analyzing all significant third party outsourcers and managed service 

providers used by your organization 
• Internal assessment of available personnel within your organization. 
• Cursory, initial walk-through of all 12 requirements of PCI standards necessary for meeting 

compliance. 

Phase 2: Remediation and Implementation 
Immediately after the completion of a PCI Readiness Assessment, it is critical that United 
Ways take corrective action on any deficiencies or weaknesses found that may serve as a 
roadblock for successful PCI DSS compliance. Generally, one of the areas of concern is that 
of documented policies and procedures. Many of these policies and procedures are IT best 
practices which your United Way may be practicing but has not documented. Again, a 
consultant in compliance should be able to provide you with templates of policies and 
procedures which you can customize for your United Way (Appendix D is an example of a 
Security Policy). 
 
In addition to the policies and procedures, additional recommendations may be given on any 
number of topics or issues regarding PCI compliance such as adding, removing and modifying 
application and network layer devices, enforcing additional security procedures, or other 
requirements. Examples of changes that might be needed in the remediation phase include 
server software upgrades, changes in virus protection software or changes in firewall settings. 

Phase 3: Assessment and Reporting 
All the time and effort put into Phases 1 and 2 have prepared your United Way for the 
assessment, testing and validation activities. Upon completion of the PCI assessment, there 
are a host of reporting and deliverable requirements necessary for final confirmation of 
successful PCI compliance. An example of testing that may be required is completing a 
network vulnerability scan if you have an external-facing Internet protocol (IP) address. 
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Twelve Requirements in the PCI Questionnaire 
The section on Phase 1 (Readiness Assessment) refers to the 12 core areas that constitute the 
PCI criteria. Listed below are those 12 core areas for PCI Compliance. The SAQ category that 
you are at (level A, B, C-VT, C or D) will affect the depth that you need to go into on your 
questionnaire and the complexity and volume of the questions you will need to answer: 
 

Build and maintain a secure network 
 

• Requirement 1: Install and maintain a firewall 
configuration to protect cardholder data 

• Requirement 2: Do not use vendor-supplied defaults 
for system passwords and other security parameters 

 

Protect cardholder data 
 

• Requirement 3: Protect stored cardholder data 
• Requirement 4: Encrypt transmission of cardholder 

data across open, public networks 
 

Maintain a vulnerability management 
program 

• Requirement 5: Use and regularly update anti-virus 
software 

• Requirement 6: Develop and maintain secure 
systems and applications 
 

Implement strong access control 
measures 
 

• Requirement 7: Restrict access to cardholder data by 
business need-to-know 

• Requirement 8: Assign a unique ID to each person 
with computer access 

• Requirement 9: Restrict physical access to 
cardholder data 
 

Regularly monitor and test networks 
 

• Requirement 10: Track and monitor all access to 
network resources and cardholder data 

• Requirement 11: Regularly test security systems and 
processes 
 

Maintain an information security policy 
 

• Requirement 12: Maintain a policy that addresses 
information security (see Appendix D for sample) 

 

The following questions can help you analyze your United Way’s compliance needs. 

1. Is virus protection up-to-date and provided by a reputable company? 
2. Is there a 1 to 1 ratio of user accounts (i.e. no generic network logins that several users 

share)? 
3. Are the latest software revisions, such as security patches, in place for the operating system? 
4. Is adequate firewall protection installed and up-to-date? 
5. What vendor provides your donation payment software? Has software been created 

internally? Does the payment application store card numbers, track data or PIN data? 
6. Is the data transmitted securely? Is the data stored in an encrypted fashion and if so, what are 

the key management procedures? 
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7. How many people in your organization have access to cardholder data? 
8. Are passwords changed frequently and do they differ from default passwords? 
9. Are back office procedures compliant? These include procedures such as storing paper 

reports securely and limiting personnel access. 
10. Where is sensitive data stored? How many people can access it? 
11. Are mobile computing devices, such as laptops, PDA's, and those with wireless access also 

PCI compliant?  

Credit Card Merchant Requirements 
There is a second set of levels dealing with PCI which are referred to as the Merchant Levels. 
These four levels (level 1 – 4) are defined by the major payment card brands (VISA, MasterCard, 
American Express, Discover and JCB International) and are based on number of transactions.  
Each of the levels also has validation requirements although for most United Ways, completion of 
the SAQ and a quarterly network scan will satisfy those requirements. See Appendix E for more 
details. 
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Practices for Keeping Credit Card Information Secure 
 
Below are suggestions for keeping credit card information secure. It is each United Way’s 
responsibility to develop its own processes and procedures as well as evaluate its risk tolerance. 
It is also important to note these practices do not make your United Way PCI compliant but they 
may make it simpler to become compliant by changing the level of compliance that you need to 
achieve.  

Storing Credit Card Numbers on Your Network 
In order to store credit cards on your network, you must be PCI compliant at Level SAQ D. (See 
page 11). To avoid Level SAQ D PCI compliance, many United Ways will choose to eliminate the 
storage of credit card numbers electronically on their network. If you choose to pursue Level SAQ 
D PCI compliance, consider using an outside vendor to assist with implementation. Here is a link 
to approved companies: 
https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendo
rs.php 
 
Be aware that storing magnetic stripe data is a violation of PCI standards. 

Paper Pledge Forms that Contain Credit Card Information 
If you choose to process credit cards with your paper pledge form, it is important to document the 
process and procedures needed. This includes documented operational procedures for shredding 
old forms. This documentation should include who has access to the keys to the shred bins and 
where the log is located that documents access to the shred bins. 
 
There should also be documentation regarding the handling of incoming postal mail. Procedures 
for handling the mail should include quickly sorting out payments and donations away from the 
rest of the mail, locking anything that cannot be processed right away, and removing any forms or 
mail that has credit card information. 
 
Other practices to include: 

• Train all Employee Campaign Coordinators who will be handling pledge forms on the 
importance of security with emphasis on credit card security. 

• Train all Employee Campaign Coordinators to segregate cash, checks, and credit cards in 
separate campaign envelopes for expediency in processing and destruction of card 
numbers. Prioritize the audits of cash, check, and credit card envelopes when envelopes 
are returned to the United Way office. 

• Train Resource Development staff to collect all campaign envelopes in a timely manner. 
• Train United Way staff, annually, on the security of all donor data including their 

responsibility to keep credit card numbers secure. Require a signed form from staff 
acknowledging their understanding of (and agreement to implement) the security 
processes needed to maintain donor information security. 

• Limit the number of employees who have full credit card access 
• Include a reminder to give to companies conducting employee campaigns regarding 

security of paper pledge forms whenever pledge forms are distributed to employer sites.  
See Appendix F for sample wording. 

https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php
https://www.pcisecuritystandards.org/approved_companies_providers/approved_scanning_vendors.php
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• Deposit checks and cash daily and process credit cards daily. 
• Destroy credit card numbers immediately after being processed. Ideas include but are not 

limited to:  
o Use a sharpie to hide the credit card number (front and back of form if needed). 
o Print the back of the pledge form with unreadable symbols so credit card data 

cannot be read from the back of the form. 
o Purchase and use a PCI Compliant Stamp to cover the credit card number once it 

has been processed.   
o Use a small hand held hole punch to punch out the credit card numbers on the 

pledge form. 
o Shred the forms using a cross-cut shredder 

• If you store pledge forms with credit card numbers and Card Verification Value (CVV) 
numbers (3-digits on back of credit card) check with the credit card processing company to 
verify compliance. 

Recurring Credit Card Charges 
• Find a PCI Compliant vendor to outsource recurring credit card charges.  They will 

maintain the credit card information and assume the PCI compliance responsibility for the 
data. Most banks provide this service. It is critical that you check on the continued 
compliance of the vendor on an annual basis. The vendor should provide certified 
documentation by their Qualified Security Assessor of their PCI compliance. 

• Destroy credit card number after entering into outside vendor software. 
• If you do not have an outside vendor, the credit card number must be destroyed once your 

use for it is complete. For example, if a donor would like their card to be charged one time 
then the number must be destroyed once the card has been charged. If the donor would 
like the card to be charged monthly for a year, then the card information must be destroyed 
at the end of that year. In the meantime this information should be kept in a locked location 
and not stored on any computer or network. 

Electronic Campaigns 
Electronic campaigns are becoming more common and software vendors are now finding ways to 
ensure PCI Compliance. Require all vendors that process your credit cards or provide portals for 
processing to document that they are PCI compliant. 

• Contact your software vendor and ask if they are PCI compliant. If yes, ask for 
documentation from their Qualified Security Assessor regarding their compliance.  

• If your software vendor is providing a portal to an outside vendor to process credit cards, 
ensure the vendor is PCI compliant and request documentation.   

• Links to selected vendors to determine PCI compliance (not meant to be an inclusive list) 
o Truist: http://www.truist.com  
o Andar360: http://www.andar360.com/comm/Article.jsp?ArticleID=305 
o Cybersource: 

http://www.cybersource.com/products_and_services/payment_security/pci-101 
o Enterprise: http://www.accessint.com/drilldown.asp?pageID=59 
o Stratus Live: http://www.stratuslive.com 

http://www.truist.com/
http://www.andar360.com/comm/Article.jsp?ArticleID=305
http://www.cybersource.com/products_and_services/payment_security/pci-101/
http://www.stratuslive.com/
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o Blackbaud – PCI Compliant: https://www.blackbaud.com/pci-compliance 
o Sage Payment Solutions: https://sagepayments.com/compliance 
o Donation Tracker – Uses X-Charge Product: 

http://www.donationtracker.com/modules/DT2K%20Credit%20Card.pdf 
o Quickbooks: 

http://support.quickbooks.intuit.com/OpenCms/sites/default/QBSupportSite/PDFs/P
CI_PADSS_QB2010_Implementation_Guide.pdf 

o Solomon Software SEA: http://www.solomon.com.sg 
o Paypal: https://www.paypal.com/pcicompliance?bn_r=o 
o Convio: http://www.convio.com/convio/news/releases/convio-validated-level-1-

pci.html 
o Constant Contact: 

http://constantcontact.custhelp.com/app/answers/detail/a_id/3646/~/is-constant-
contact-pci-compliant%3F 

o Square: https://Squareup.com 

Credit Cards at Events 
• Manual Imprinting of Credit Card 

o If swiping credit cards manually, secure credit card paperwork immediately. 
o Secure credit card information should be returned to the office for processing as 

soon as possible.   
o Destroy credit card numbers immediately after processing. Acceptable ways to do 

this include using a black permanent marker to blacken out both sides of the paper 
or to shred using a cross-cut shredder. 

• Smart Phone Swiping of Credit Card 
o This method provides a secure portal to an outside vendor that needs to be verified 

as PCI Compliant 
• Computer website Processing of Credit Card 

o If you have Internet access at the event, use your website donation portal or your 
bank’s website credit card portal to enter credit card information at the registration 
table. Print receipt and give to donor. (e.g. Constant Contact, Convio) 

Be certain to isolate the endpoint devices (i.e. laptops accessing Internet) that are processing 
credit cards at events. If all endpoints are processing credit cards then the whole environment is 
in scope for compliance. 
 

https://www.blackbaud.com/pci-compliance
https://sagepayments.com/compliance/
http://www.donationtracker.com/modules/DT2K%20Credit%20Card.pdf
http://support.quickbooks.intuit.com/OpenCms/sites/default/QBSupportSite/PDFs/PCI_PADSS_QB2010_Implementation_Guide.pdf
http://support.quickbooks.intuit.com/OpenCms/sites/default/QBSupportSite/PDFs/PCI_PADSS_QB2010_Implementation_Guide.pdf
http://www.solomon.com.sg/
https://www.paypal.com/pcicompliance?bn_r=o
http://www.convio.com/convio/news/releases/convio-validated-level-1-pci.html
http://www.convio.com/convio/news/releases/convio-validated-level-1-pci.html
http://constantcontact.custhelp.com/app/answers/detail/a_id/3646/~/is-constant-contact-pci-compliant%3F
http://constantcontact.custhelp.com/app/answers/detail/a_id/3646/~/is-constant-contact-pci-compliant%3F
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Summary 
 

While the idea of becoming PCI Compliant can feel very overwhelming, there are serious 
reputational and financial risks by not becoming compliant. Each United Way must assess their 
current credit card processes and determine what changes they may want or need to make so 
that compliance is manageable for them. Going through the process of preparing for and 
completing a SAQ will identify weaknesses in data handling and storage as well as information 
technology practices that need to be implemented and documented. Ongoing compliance means 
that your systems are secure and will be another tool in building donor confidence in doing 
business with you.  
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Appendix A 

Frequently Asked Questions 
 
Q: What are the penalties for noncompliance? 
A: The payment brands may, at their discretion, fine an acquiring (depository) bank $5,000 to 
$100,000 per month for PCI compliance violations. The banks will most likely pass this fine on 
downstream until it eventually hits the United Way. Furthermore, the bank will also most likely 
either terminate your relationship or increase transaction fees. Penalties are not openly discussed 
nor widely publicized, but they can be catastrophic to a United Way and the United Way network. 
It is important to be familiar with your merchant account agreement which should outline your 
exposure. 
  
Q: Do United Ways using third-party processors have to be PCI compliant? 
A: Yes. Merely using a third-party company does not exclude a company from PCI compliance. It 
may cut down on their risk exposure and consequently reduce the effort to validate compliance. 
However, it does not mean they can ignore PCI. 
 

Q: What are the consequences to my United Way if I do not comply with the PCI? 
A: The PCI SSC encourages all businesses, including nonprofits, that store payment account 
data to comply with the PCI DSS to help lower their brand and financial risks associated with 
account payment data compromises. The PCI SSC does not manage compliance programs and 
does not impose any consequences for non-compliance. Individual payment brands, however, 
may have their own compliance initiatives, including financial or operational consequences to 
certain businesses that are not compliant. 

Q: How long does a United Way have to become compliant with PCI version 2.0? 
A: The depository bank is usually the best channel through which to discuss compliance 
deadlines and penalties, which are all imposed by means of the payment brand/depository bank’s 
contract with the United Way. 

Q: Are there any plans to make compliance easier for small- to medium-sized 
organizations? 
A: There are no plans to make compliance easier but the PCI SSC is working at building 
technical guidance and other tools into the self-assessment questionnaire. 
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Appendix B 

Transferring the Risks through Insurance 
In addition to the controls outlined in this document, financial and reputational risk can be 
managed through insurance products. An immediate response to and coordinated public 
notification of a data breach can effectively manage the long-term impact on reputation.  
Notification requirements can be challenging and costly. The types of risks and exposures that 
may result from PCI DSS non-compliance and associated personal information data breaches 
general fall within two different categories: First-party expenses and third-party liability claims. 
  
First-party expenses may include: 

• Expenses to notify affected parties  
• Extortion payments  
• Crisis management expenses  
• Credit monitoring costs  
• Reward expenses  
• Network interruption – loss of business income and extra expenses  
• Data restoration costs 

Third-party liability claims may entail defense and damages related to: 
• Individual or class action claims alleging failure of the United Way to implement and 

maintain reasonable security procedures; negligence; unfair, deceptive or unlawful 
business practices; or breach of contract  

• Claims alleging invasions of donors' rights to privacy  
• Defense costs for regulatory violations (PCI DSS violations as well as violations or federal 

and state laws)  
• Regulatory fines and penalties 

 
The majority of first and third party risks associated with PCI and other data breach claims are 
insurable. Cyber privacy and security is a very dynamic type of insurance that has greatly evolved 
over the past five years.  
 
Currently, 47 states have breach notification requirements and it is the location of an effected 
consumer/ resident that triggers which state regulations apply to a breach violation rather than the 
state in which an organization is domiciled.  The Perkins Cole Security Breach Notification Chart, 
that may be accessed using the following link, provides a very detailed summary of current 
breach notification legislation, including penalties, on a state-by-state basis at 
http://www.perkinscoie.com/statebreachchart/chart.pdf. 
 
 

http://www.perkinscoie.com/statebreachchart/chart.pdf
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Appendix C 

PCI SAQ Instructions and Guidelines 
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Appendix D 

Sample United Way of ANY-TOWN Security Policy 
 
1.0 Purpose  
The purpose of this policy is to establish security standards for the United Way ANY-TOWN. Effective 
implementation of this policy will increase the security of UWANY-TOWN networks, hardware and data. 
             
2.0 Scope 
The scope of this policy is to ensure that UWANY-TOWN is adhering to the requirements of PCI DSS 
using version 2.0. The 12 requirements of PCI DSS version 2.0 are: 

1. Install and maintain a firewall configuration to protect cardholder data. 
2. Don’t use vendor-supplied defaults for system passwords and other security parameters. 
3. Protect stored cardholder data. 
4. Encrypt transmission of cardholder data across open, public networks. 
5. Use and regularly update anti-virus software or programs. 
6. Develop and maintain secure systems and applications. 
7. Restrict access to cardholder data by business need to know. 
8. Assign a unique ID to each person with computer access. 
9. Restrict physical access to cardholder data. 
10. Track and monitor all access to network resources and cardholder data. 
11. Regularly test security systems and processes. 
12. Maintain a policy that addresses information security for employees and contractors. 

 
3.0 Policy 
3.1 UWANY-TOWN maintains Organizational Policies and Guidelines which are written to help facilitate 

smooth departmental operations and to ensure appropriate security for UWANY-TOWN networks, 
hardware and data. Several of these exist to address the 12 requirements of PCI DSS version 2.0. In 
addition to those policies the following processes have been developed in this policy to address 
specific PCI requirements: 
• Perform quarterly scans for rogue wireless networks attached to the UWANY-TOWN network. 
• Perform quarterly internal vulnerability scans. 
• Perform quarterly external vulnerability scans. 
• Perform annual external penetration testing. 
• Perform annual security awareness training for all staff. 
• Perform an annual risk assessment. Results of the risk assessment will be documented by internal 

staff and reviewed by our financial auditors as part of their annual audit process. 
• Credit card holder data is not to be stored on any UWANY-TOWN networks. Cardholder data shall 

not be requested from any company in an unsecure form. If a user receives any cardholder data it 
should be entered into the appropriate systems and then that cardholder data should immediately 
be deleted from all manual and electronic systems. Pledge processing shall have procedures in 
place that specifically assure adherence to this requirement. 

• Cardholder data scans will be performed on an annual basis to ensure that cardholder data is not 
stored on any UWANY-TOWN networks. 

 
3.2 Security policies and procedures shall clearly define information security responsibilities for all staff.  
 
4.0 Enforcement  
Any employee found to have violated this policy may be subject to disciplinary action, up to and including 
termination of employment.  
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Appendix E 

Merchant Requirements 
There are four Merchant Levels (levels 1 – 4) which are defined by the major card brands (VISA, 
MasterCard, American Express, Discover and JCB International) and which are based on number of 
transactions. Each of those levels also has validation requirements although for most United Ways, 
completion of the SAQ and a quarterly network scan will satisfy those requirements. The following tables 
define the levels and corresponding requirements. 
 
American Express, Discover, JCB International, MasterCard and VISA Merchant Levels Defined 
 
Level AmEx Discover JCB MasterCard VISA 

1 

United Ways 
processing more 
than 2.5 million 
American Express 
card transactions 
annually or any 
merchant that 
American Express 
otherwise deems a 
Level 1 

United Ways are 
currently not 
categorized into 
levels based on 
transaction volume. 
Discover takes a 
"risk-based 
approach" for 
validating 
compliance. 

United Ways 
processing 
more than 1 
million JCB 
transactions 
annually, or 
compromised 
United Ways 

United Ways 
processing more than 
6 million MasterCard 
transactions annually, 
identified by another 
payment card brand as 
Level 1, or United 
Ways that have 
experienced an 
account data 
compromise 

Any United Way -
regardless of acceptance 
channel - processing 
more than 6 million VISA 
transactions per year. 
Any merchant that VISA, 
at its sole discretion, 
determines should meet 
the Level 1 merchant 
requirements to minimize 
risk to the VISA system 

2 

United Ways 
providing 50,000 to 
2.5 million 
American Express 
transactions 
annually or any 
merchant that 
American Express 
otherwise deems 
Level 2 

   United Ways 
processing 
less than 1 
million JCB 
transactions 
annually 

 
 
 
 
 

United Ways 
processing 1 million to 
6 million MasterCard 
transactions annually 

Any United Way -
regardless of acceptance 
channel - processing 1 
million to 6 million VISA 
transactions per year 

3 

United Ways 
processing less 
than 50,000 
American Express 
transactions 
annually 

   N/A United Ways 
processing 20,000 to 1 
million MasterCard e-
commerce transactions 
annually 

Any United Way 
processing 20,000 to 1 
million VISA e-commerce 
transactions per year 

4 

N/A   N/A All other MasterCard 
United Ways 

Any United Way 
processing fewer than 
20,000 VISA e-
commerce transactions 
per year, and all other 
United Ways - regardless 
of acceptance channel -
processing up to 1 million 
VISA transactions per 
year. 
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Merchant Validation Requirements 
Based on the levels established above, United Ways would perform various validation requirements such 
as network and application layer testing as well as controls and processes around network and application 
(internally and externally). Depending on your United Way’s level, credit card providers might require the 
participation of a Qualified Security Assessor (QSA) or Approved Scanning Vendor (ASV). The Self-
Assessment Questionnaire (SAQ) is used by the major card brands as a validation tool for merchants and 
service providers not required to undergo an onsite data security assessment. 
 
American Express, Discover, JCB International, MasterCard and VISA Merchant Validation 
Requirements 
 

Level AMEX Discover JCB MasterCard Visa 

1 

Annual onsite 
review by QSA 
(PCI DSS 
Assessment) 
and Quarterly 
Network Scan 
by ASV 

Quarterly Network Scan by ASV 
AND one of the following: 

• Annual onsite review by 
QSA-PCI DSS 
Assessment 

• Annual Self-Assessment 
Questionnaire 

Annual onsite review by QSA (PCI DSS 
Assessment) and Quarterly Network Scan by ASV 

2 
Quarterly 
Network Scan 
by ASV 

Annual Self-Assessment Questionnaire and 
Quarterly Network Scan by ASV 

3 
Quarterly 
Network Scan 
by ASV 

Quarterly Network Scan by ASV 
AND one of the following: 

• Annual onsite review by 
QSA-PCI DSS 
Assessment 

• Annual Self-Assessment 

N/A Annual Self-Assessment Questionnaire 
and Quarterly Network Scan by ASV 

4 

Quarterly 
Network Scan by 
ASV 

N/A Annual Self-Assessment Questionnaire 
and Quarterly Network Scan by ASV 
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Appendix F 

Guidelines to Share with Companies for Storing Pledge Forms 

 
 

 
 

Guidelines for Storing Pledge Forms and Payment Information 
 
Thank you for participating in the 2013-14 United Way Campaign. We appreciate your support. 
 
All pledge forms contain personal information of donors and should be protected. To protect your 
employees’ information please follow these guidelines: 
 
1. All pledge forms should be kept in a locked location out of sight. 
2. Please group your pledge forms by payment type. (Example: Payroll forms together, 

cash/check/credit card/stock forms together) 
3. Cash and checks should be attached to the corresponding pledge form. 
4. Credit card information should be protected at all times in a locked location. 
5. Large amounts of coins should be converted to currency or check. 
 
If you have any questions, please call us at XXX-XXX-XXXX. Thank you. 
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Appendix G 
 

Reputational and Financial Risk of Non-Compliance 
While building and maintaining a solid reputation is important for all types of organizations, it is especially 
important for nonprofit organizations. Nonprofits exist on the basis of support of their donors (individuals, 
corporations and institutional grant funders). Without public support, a nonprofit ceases to exist. In this day 
of increased competition for charitable gifts, donors’ expectations and standards of how their money is 
used and guarded has never been higher. Solid management, compliance practices, and accountability 
are essential to attracting, retaining and growing donors. A positive reputation also helps to attract and 
retain the talent necessary to sustain and drive the innovations required for long-term growth. In a recent 
study, 88 percent of high-net-worth women indicated that sound business practices were the most 
important factors when selecting a nonprofit organization for charitable giving. The cost of managing 
reputation and trust is priceless.   

Reputation risk is a type of risk related to the trustworthiness of the United Way. Specifically, it is "the 
potential that negative publicity regarding a United Way’s business practices, whether true or not, will 
cause a decline in the donor base, costly litigation or revenue reductions." Damage to donor trust in United 
Way as a result of a data breach could result in a decline in contributions between 17 to 31 percent 
primarily from donor churn. 

What Is Reputation? 
Reputation is “the overall quality or character as seen or judged by people in general.” Reputation is one 
of a nonprofit’s most important and valuable assets. An organization’s reputation influences an individual’s 
decision to donate, volunteer and advocate on its behalf. 
 
Reputation is an intangible asset that is difficult to measure. It develops over a long period of time and 
requires constant management. Reputation is a prized asset and highly vulnerable to negative events, 
including a data breach. Just as reputation can be built and preserved over time, it can also be destroyed 
quickly. Warren Buffet said it best: “It takes twenty years to build a reputation and five minutes to destroy 
it.”  
 
There are many factors that influence the ability of an organization to build trust as reported in the 2012 
Edelman Trust Barometer study. Sound business practices and effective leadership are considered the 
baseline expectations today. Increasingly, the quality of interactions, need for social responsibility, and 
importance of transparency are becoming more important drivers of trust. While the Trust Barometer study 
is focused on business and government, its results hold important clues for the nonprofit sector in 
managing reputational risks, pre- and post- a potential privacy breach.   
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What lessons can be taken from this Trust Barometer study and applied to PCI compliance? Donors see 
sound business practices as a baseline compliance business practice. There is an expectation that the 
United Way has proper controls in place to comply with PCI requirements to protect against a breach of 
personally identifiable information. While it is always best to prevent a crisis, consider the fact that a 
reputation can be enhanced following a well-managed crisis as well. As such, it is important that United 
Ways have in place appropriate measures to identify, manage and respond to the risk in the event of a 
non-compliance event like a breach. In these cases, key to effective management of the crisis includes 
taking immediate action post breach, placing donor interests ahead of profits, and delivering timely 
communications. A proper PCI risk management plan should include risk avoidance and risk mitigation 
approaches.  
 

What Is Reputation Risk? 
Reputation risk is a type of risk related to the trustworthiness of the United Way. Specifically, it is "the 
potential that negative publicity regarding a United Way’s business practices, whether true or not, will 
cause a decline in the donor base, costly litigation or revenue reductions." Damage to a United Way’s 
reputation can result in lost contributions from a decrease in donor trust.  
 

How Much Is at Risk? 
Depending upon the type of information lost as a result of a data breach, the value of brand and reputation 
could decline as much as 17 percent to 31 percent primarily from donor churn.  Any decline in revenue, 
particularly given the rise in competition and the challenging economy, could have devastating and long-
standing financial consequences for nonprofits. 

The latest 2010 Annual Study: U.S. Cost of a Data Breach report reveals data breaches grew more costly 
for the fifth year in a row. The average cost of a data breach is $214 per compromised record, markedly 
higher when compared to $204 in 2009. The study also found that for the second straight year 
organizations’ need to respond rapidly to data breaches drove the associated costs higher. 
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It is not only direct costs of a data breach, such as notification and legal defense costs that impact the 
bottom line for organizations, but also indirect costs like lost donor business due to abnormal churn. Of the 
cost of loss of business to organizations, 39 percent is a direct result of loss of donors. 

 
Since 2005, the Ponemon Institute, a privacy and information management research firm has examined 
the cost incurred by organizations across industry sectors after experiencing a data breach. Ponemon has 
partnered with Symantec to create a data breach calculator that provides customized results based on six 
years of actual data loss incidents compiled from organizations that have experienced a data breach.   
You may analyze your own organization’s risks profile at https://databreachcalculator.com/. 

Focus on PCI also has a calculator designed specifically for PCI compliance accessible at 
http://www.focusonpci.com/site/index.php/PCI-101/pci-noncompliant-consequences.html. 
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